Linux OS

(Or)

Open Source Operating System
Getting Start with Linux OS
What is Linux?
Linux OS o> True 32-bit Operating System [gooocdn Linux o3 op@o

C C

ecooooogé 32-bit architecture Egcc: eq:oao:e}@o']oaén Linux :Dé Unix OS s¢

~Q
—Qn
on

elelen) eoa%cué: §9:cué ooo:eleéggo Linux :Dé Unix eo?ogeou Unix <§<§

L

so8opeadawpd: (POSIX) Portable Operating System Interface on Unix [g&aogSi

L
- o C C C N C C -
Unix o> oe@o 3§002C o)ooceqoooo,g@@o GC:mC C programming Language

e6lamoofgé C Language [¢¢ Unix OS o3 ATAT bell lab company ooeegoon:3[o3aopdi

waon Unix Ooé open source OS mocxg @5@33’3&3 e@oo%co)cc: ooc AT&T o 983&035

L 4 L
C C

[g$copde§d: Close OS [googossoopdn Unix oopd Close 0S o062 [goayazdgem
C

Dedicated hardware eoTogcc;ooo run Q‘éqwén PO e@oeque QIC HP sraogo%

(8
8o

SN Jevat{esitl=levp) Unix (703 IBM GOTOgé run C\og eq%cc:eou

Linux OS oopd Internet oecgo> optimize s2o0¢ [¢8[Gsoon: 0SS 69

3o

Eg&néseooo% TCP/IP soe@occ::o% 25p38mmd: §a200pPdNRE oooav)E  Linux
cpaneppé gadmpayElgeepd [gooopd Linux oopd multiuser, multitasking and
multiprocessing [Q@oogso[gé SMP  (symmetrical multiprocessing) support
[9620p5920305 Memory management Glao6§Eoopdi ope J 95003¢ Linux version 1.0

8320051 Open source s¢ Close Source o3&l [gozgaajoden kernel o

C
o
gCoonens[glisé  Bodoomiens[gls  [gdoopdn  Linux  kernel  aopS  open  kernel
¢

Kermel

The Linux Structure
Operating System

Hardware

System Calls




J

o C [og C C (o]

Kernel CefsSlev]s) 0S & core @o)oa@n . X 20Me | cpos

CRNGO00§30§60 O G@D%cc:oao\)og ooloed ooo%:twgécoé: @g%c&néu Shell

Beon OS & user interface o3 OS & kernel o3 [ggEe[gocscd eqpaomifglilys

o> Distros (Commercial Linux

Distribution) UBGQT@Z q&o%swo% ooégp: IoSep@oao Linux OS  opzen
'] OC (o C
OO 307C: Eg@oaen

= Red Hat

= SuSE

= Caldera Open Linux

= Corel Linux

= Debian

» Mandrake

» Slack ware

= Turbo Linux and many more

Why Linux?
H o C C ° N\ C c. O C B C
Linux o> S'aoooae@og ADoWCVHPDEe0S  Linux 2opd Open  Source

—

@ Cl)éll Stable ogeoon  0OS ooo%ae @ogélgjem Standalone o%eo?o% Network
)

@o%?o) :sfaogo% em’;é:g$eoo’> oS ooo%? @o%oaéu C, C++, Pascal, Cobol, Fortran,

Delphi, Kylix ooopd programming language gpigosec3ad free [gosoon library gps
utilities ep:n% support c\ggeoz%éwés’acgog Programming ogjézqéngozsoogo%

(o C (o C - C o o _C C C
90308 eomig§oopdi system programming sacpod kernel o 803305 [gge

° C C C

5208 E0pdi wfga:  platform  gpseoloaéoopds  000%  portability [gdeaxs  OS

»o9 @ ooéu Linux OS m Budge PCs &c Budget Servers ep,ooé oo:eﬁsga

L

oagempoaén Computer Science §8 oo%oomej e@mo@oiqozmogm Q05:607Cs

°

o

Internet admin, system admin [goGcd  oogemecgod  Linux o3 gaco:

L

-

C C C
OD(;GC\J)J’DGO&)@II

Windows OS o3¢ GUI (Graphical User Interface) oclogé 928glade§eoodcopds

Linux ogcc: GUI crcé eo’]qugqucc:oaé layer 08803'3 ooo:‘sioaéu mwcﬁe@oéa@ewg
Linux 20p5 CLI (command line interface ) s¢ function saGESEad cwSoed
Nk L [¢] LO

°

oe:oé% canefopé [gdaopdi



Preparing for Linux
Operating System 000323093 install C\ggeéa%cﬂm s’aeq:@:a?:g) File System

@8&)éll o&e@oé real life 085 AsgPiege02 media op: OS ep:cﬁ file system gps

gae@o&o% 39§é:c05 oggloo'):eﬁ C\%G’a&;ooaéu CD Rom :>o@C ISO 9660 file
system @o%oaéu Windows OS ep:oaé FAT,FAT 32, NTFS o)oaé file system e\p:or%
gao%:[gloaén JFS, UFS oooéo%oaéo\) oacr%eézéep (OX) s'aa%o% saofg:[g[eoa') logical file

system op: [g6aopdi Hard Disk oodea0pd logical file system odoa3 initiate
C [ C coc¢C C [ C
Q0600 OC OS 00300C&Co [gqo)oa@n

Linux OS :>o@C EXT2, EXT3 file system @J'):o% gaofB:Blooéu EXT3 ogg:

Generalizing file system Glo€aoooopdn Hard Disk oodoci physical file system o3¢

Primary Partation ¢ 300053 (G:3cdeqeon Belopé ¢ 900058 3gEdlon Extended

partition 065 33 logical partition gz o5 [gdoopdi Linux OS sacpod Boot

ng)eozgégaao Primary Partation ooo%eseoo? §m02q$0(§996wé||

L

C 00 C c Cc CcO (o o
somooej 38& Lieatepicliesltoleslealel=tevi OS Qe &3 Slon 0S loader cal’

L
Boot loader o3 opdoopy OS & loader [4& ooddopd o3 egrgudonodqepdi Belogpé

Linux OS © olo&aoncoon OS loader O%L seofg:@eé an%or]m ch:: loader s>o: MBR ogcC:

ooo:eo:qeén MBR 035 OS loader 0%90303 Boot Loader O%L ooéegooo%c%sj

Q
OO’D:C\)QGlGO Il
e

Introduction to Linux Features
Linux File System
o C

Linux File system soepopc Linux oo 990?:@{@&)’) File system o> Ext2, Ext3

@86@98: 038]@ @o%&) SI D605 oosee@ocféeooo File system aSLooécho file system

d L

o Beanad 0S 9'3:15:@[@039 file system o> 380%@8: eoodeol Windows OS ep:ooc%
L L L L L L L o
File qp:ooé:nésooos&) 5> file sosecoid directory o3owod folder oo eeToaéu
S, 0 o L L Lo L L

Linux 085 q&: folder gz directory ep:o% file system o> GSTCDéII



Hardware Device in Linux

Linux OS o0p5 case sensitive [gdeaw OS o3  [gdoopysecych

sgcfozédégqeou Linux 088 Y 093 root uee@rrooéu device qps Driver gpa file
system ¢p: sfao:cfg:ooé qé: root es@ocﬁogcc:oa') ecj@oaéu o%e@ocg

IDE 1* hard drive o3 /dev/hda

IDE 1* hard drive €1 partition 1 o3 /dev/hdal

IDE 1% hard drive @ partition 2 o3 /dev/hda2

IDE 2™ hard drive o3 /dev/hdb

IDE 2™ hard drive & partition 1 o3 /dev/hdb1

IDE 2™ hard drive @ partition 2 o3 /dev/hdb2 wog) $2:c0pd assign cSooo:
oaén ooo%@[el%gangcfv 38 HDD ogccz Extended partition glesrcqcc: qcczz extended
partition o3 Linux OS o /dev/hda4 s2(gd point coSeozconzadgdi

Floppy disk drive epzo% Linux 035 ngoo%of]srac%& a%%lspzc\)é assign
C\E(C)ODéH

1% floppy disk drive o3 /dev/fd0

2" floppy disk drive o3 /dev/fd1

CD Rom drive saogo% /dev/cdrom o3 Linux OS o point codeozoopli

Input device gp:o3 B[raopdesocd output device gpzod ©pdad assign
Qea@?::l)éo% §’)3C\)é@’)3q@éll

COML port o3 /dev/ttySO

COM2 port o3 /dev/ttyS1

LPT1 &3 /dev/Ipt0

LPT2 o3 /dev/Iptl s2(gd assign codeozangdi

"/ " opd root file system [46[: windows @ command prompt c: &

83020'205 Ego%oaéu dev ooé device & gao%emoo%@o%oa Sil

C C

root sc ooooaog[?]: Linux & administrator user 9@@@05:093 e@oeé Slon
o
ep)
L

r—80

d

C C

windows cp&obiean system management coS8Eaopy administrator user o3 Linux
(op]
o

L

¢ root user oBewdd root v esl(g§claopdi Linux o3¢ root user s& non-root user
C N
=]

C ocC C C
O’)Q' GOJO’)OJS’B’)Z@C SOOCS
iL iL ° 1L

ozooozgéooén o%eoa% multi system Egc%oaggado)m

individual account eogqo:goq%cc:ooén QOe$FVOQP:eC Operate (\369 00lm



J
=[go: individual user account gp:s¢ operate cvS&E[G: $200058E33: root account
C CcO c (8 (% c O C . C
[4C operate oc68coqs oglgqepdt semadelogpéadeadd Linux aopd Open source

oG kernel 20p5ad open [gdeseoonelopé root user account [¢¢ operate

=y

036G§é2|$035 system files gpssoo: edit @6@@0 at%o’]m eéooé wanning ¢ eo:eé

emodeol dBadaemnfeane(o3pé root account [¢¢ operate cwS[gEiad 0058
L L d ° ° L L L

oao%[glqeén

on

20

*C

Basics Understanding Linux File System
Windows o3& 00583&ep directory gpz Gl§ooopal  Linux 0S  cpSoopbs

CDO%&%EOJé File system qps or]gpaéu o%e@oé Linux & fsh (File System
Hierarchy) cycé e@m’:@ée@qé Ggaoogcﬂsoor%& 8’9@@5@6&3’) file system o%(rcé

)
@5@09 8EunS @ocmo Sl
322 2

/ root file system

/boot (boot process seo3cdsreegoean files gz Cl§aopd file
system)

Jetc (system configuration files gpzol§aon; file system)

/dev (device sanzad:e files gp:dl§oop) file system)

/bin (run %éwé binary file qps s*ao:d’g:o']occ:eoao file systemi
*.exe,*.com)

/sbin (system &1 special binary files gp:dloCear file system)

Jtmp (temporary file [96[3: Windows & temp folder ¢
sncqopieogsi)

Jopt (Windows & program files folder s¢ saca00¢ [gdo0p5n)

/home (user account opzel files op: B&saopdiqp esep  [gd0Ed
documents and setting §¢ =&oy aopdi /home/Williom,
/home/Jhon)

Jusr (ooe§ user account §¢ 2005a3&aopd binary file gp: Al§aopdi

manual files ¢p: documentations epz)
/var (variable nature §eax doseqaon) files gp: cl§oops file system
[g920p51 poes print spool file, Email account file)

/proc (Process §, $203602005(g62051)



etc dev tmp home
sh date csh /\ libc.so bin ma1'7cad\th’a null

passwd group bin man src frank lindadb rfunk

mail bin src

Installing Linux
Windows OS sao?:@[eﬂﬁ user e\p:gaeﬁsgf: Linux OS 093 install C\Ecc)spogé
installation method ep:@cf: q&%:og]é:oéé’g c\°39960']ooén qé: installation methods
@J’D:é}’)-
e CD Rom © boot 036@: install C\E(C)@é:l

L

e WEB eoTch install 035 &)

C

® NFS(network file system) [¢¢ install cod(gci

f)

° IL

NFS eooa@@') windows OS § § work group gps&¢ éeoa') service @ Cl)éll

Installation methods  qpesage installation ~ type  gpodcopd:
§D:C\)éoo'):s]eoeén Type eg:qogepogé client Qj;cf: server ol’{ﬁ g%éjp%’poén client
soe§§§ install QéeéagLof]m C\%Sfacc)eoa’) files ep:o%oao ea:qloS@: install
C\)S%gor]ooéu o%eoo% server s@o’]m files system op: a‘ém&% %eq:@:ooén

s 3jeoon Linux version gpsopé laptop computer ep:saooo% oB:a0§ installation type

Q
4

o’kﬁmcﬁwén OSLO%QOOO%G custom Beooo type §jzad

C
D (oplep] OD@II

Installing Linux OS
OS op: install cobepod personalize user op:seoRad o6 °e@°eoagco 52
o8 > 2 213203 Q|03 o3
c . C [of . (o ¢ C
server socpod OS install cpoepoyc planning 2opd 3903§gaeq,oqeoa9 N$INOM ©
C

Slo€aopdi Befogpé  I/0(Input/Output devices), Programs s¢& Partation o3aopd
S’BQ):%%GGF@ZOD&CH
(o]



?

Partation o3¢ Linux € minimum requirement ¢> root sacpod partition 062
9 co C . o) c ¢ - c
Ddsoggeepon physical memory o) management cvoqs swap partition 0009
CcC 00
Q0

qqe@n clco swap partition 2opd
boot partition sa0305 primary partition o>ds §qepd [g8[G: & partition 205 hard

00531 RAM memory oesandl §o%ao @&pén

c O C C

disk @ cylinder 1024 903E:03¢ §eepd [gdoopdi dBefopé Linux € boot partition
oroe §:og> 100MB ooo:@: a;)qeén

server eJ’J:SfaoodC)% partition gp:cd s203:(glepd server 230> /home, /var,

gconqepd [goopdn mfgrogges 9e9oded swap o)
partition 3[gosqpog¢ IDE drive ood390005 swap oodo§qepd  [goa0pysecgod

Jusr soo%l égao%

PNCSE ee@o%ogé Hard drive s o']m swap s

J J

gqeén Hard drive o Qdlm

d L 4

° N C (o C
swap o9 3co2qepd [go20adI

Linux OS o3 install [grodaog install methods epzsesad> CD Rom o install

o

method ¢ :raa),eJ'rG:Doe@’Jc ngomooc CD Rom ¢ install Eﬂ oY)

L

Grepboo

C c O "]
8’3&)(;280(;0? G@’D@(I)’)SO OD@II

Booting with Linux Installer packag_
Bootable Linux OS Installer CD o CD drive seooc"a)oog@ ®oom restart

coio CD o Boot m@eé 380'109 Linux cﬁ Installation mode GGFSJOJGOD’J screen

edlanepd [gdoopdi Installation mode o3¢ Graphic mode s¢ text mode s3(gé

maintainence mode olgej ea:aposw og:?or]ﬂoo@n Linux o222 ®oo€e0;m’>oiqu
s26$s¢ Graphical mode o3ox egegudaogoopdi Beloyp¢ graphic mode o3 enter
%5@: Gg:eﬂcf)c\%o%o lop) next step o%espo%%pgo::néo% es'aoooo']s'ac%

@860’) géor]&) CII
3.8 2

°

To begin testing the CD media before
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Welcome to Red Hat
Linux

Welcome! This installation
process is outlined in detail in

the Red Hat Linux Installation red h at
Guide available from Red Hat, U ®
Inc. Please read through the
entire manual before you begin |—

this installation process.
[5
HTML and PDF copies of the
manual are available online at
http:/;www.redhat.com/docs.

There is also an HTML copy on
the CD set.

If you have purchased a boxed Red Hat Linux

set, be sure to register your
product through our website
(htip: fadbatear/apbet Copyright 02003 Red Hat, Inc. Al Rights Reserved,
activate/).
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Keyboard Conﬁguration | Select the appropriate keyboard for the system.

e -
Choose the layout type for the | Russian (Microsoft) 2
keyboard (for example, U.S. | Russian (ru1)
English) that you would like to use ‘ gRu“m w2)
for the system. | Russtan twin

| Slovakian

| Slovenian

:Spamsh

;Speakup

| Speakup (laptop)

| Swedish

;SW\SS French

;Sw\ss French (latin1)

| Swiss German

| Swiss German E]arinl*
Turkish

| Ukrainian | i

| United Kingdom

| U.S. International
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Online Help | Mouse Configuration
Mouse Conﬁgu ration I @ Select the appropriate mouse for the system.
Choose the correct mouse type iMode Ii
for your system. R
3 Button Mouse (P5/2)
Do you have a PS/2, USB, Bus 3 Button Mouse (serial)
or serial mouse? (Hint: If the 7 3 Button Mouse (USB) |

connector your mouse plugs Wheel Mouse (PS/2)

into is round,' itis aPS/2 or'a Wheel Mouse (USB)
Bus mouse; if rectangular, itis a

USB mouse; if trapezoidal, it is P> Genlus
a serial mouse.) P Kensington
|l Logitech
Try to find an exact match. Ifan |~ b Microsoft =
exact match cannot be found, b Mm
choose one whichis ;._Mnlrm _Mousa (coriall [~]

compatible with yours.
Otherwise, choose the
appropriate Generic mouse

type. L

Ifyou have a serial mouse, pick | tdev/ttyS3 (COM4 under DOS)

the device and port itis |-

connected to in the nextbox, [+ | L] Emulate 3 buttons
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Online Help Installation Type

Personal Desktop

Perfect for personal computers or laptops, select this installation type to
install a graphical desktop environment and create a system ieal for
home or desktop use.

Installation Type

@®

Choose the type of installation
that will best meet your needs.
Workstation

This option installs a graphical desktop environment with tools for

An installation will destroy an
'y any software development and system administration

previously saved information on
the selected partitions.

Server

Select this installation type if you would like to set up file sharing, print

sharing, and Web services. Additional services can also be enabled,
and you can choose whether or not to install a graphical environment.

For more information concerning
the differences among these
installation classes, refer to the
Red Hat Linux Installation Guide.

(

Custom

Select this installation type to gain complete control over the installation
process, including software package selection and authentication
preferences
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Online Help Disk Partitioning Setup

Disk Partitioning Setup

One of the largest obstacles for a

new user during a Linux

installation is partitioning. Red Hat

Linux makes this process easier

by providing automatic

partitioning. Automatic Partitioning sets partitions based on the selected
installation type. You also can customize the partitions once

o = they have been created.
By selecting automatic

partitioning, you will not have to The manual disk partitioning tool, Disk Druid, allows you to
use partitioning tools to assign create partitions in an interactive environment. You can set the
mount points, create partitions, or file system types, mount points, partition sizes, and more.
?||0CB‘E'SP3(E for your () Automatically partition

installation. (@) Manually partition with Disk Druid:

To partition manually, choose the 3

Disk Druid partitioning tool.

Use the Back button to choose a
different installation, or choose
Next if you want to proceed with
this installation.
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“Online Help Disk Partitioning Setup
Disk Partitioning Setup

One of the largest obstacles for a
new user during a Linux

o ovskes we oo " N

Linux makes this proce

by providing automatic

partitioning. @ The partition table on de\d.\(e st.ja was unr.eadable. To create the selected
new partitions it must be initialized, causing the loss of ALL  antitions once

) i DATA on this drive.
By selecting automatic

partitioning, you will no This operation will override any previous installation choices  |llows you to
use partitioning tools to about which drives to ignore. You can set the
mount points, create pa ., and more.

Would you like to initialize this drive, erasing ALL DATA?
allocate space for your

installation.

To partition manually, d_
Disk Druid partitioning tool.

Use the Back button to choose a
different installation, or choose
Next if you want to proceed with
this installation.
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Online Help

Disk Setup
Choose where you would like Drive /dev/sda (Geom: 1305/255/63) (Model: VMware, VMware Virtual S)
Red Hat Linux to be installed. s |

If you do not know how to
partition your system or if you
need help with using the
manual partitioning tools, refer [ New T e ” Delete ” Reget ” RAID ” LM ‘
to the Red Hat Linux X \

Size
(MB)

Mount Point/
RAID/Volume

Installation Guide. Type |Format Start | End

] Device

If you used automatic = Hard Drives

partitioning, you can either = jdevfsda

accept the current partition Eree Ereenice 10237 1 1305
settings (click Next), or modify

the setup using the manual

partitioning tool.

If you are manually partitioning
your system, you will see your
current hard drive(s) and
partitions displayed below. Use -
|_the partitioning tool to add, edit, [ Hide RAID device/LVM Volume Group members
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1024  ocomeopagsac  boot  eododeaon  error  gp: qg@ceg@@eoaoe@og
C

ch::partition o% hard disk & cylinder 1024 eemﬁeoa') 36 °2998L>c: @ 100 MB
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opEaonsdeolepdn Boot partition o} 0§o3:epopé mount point drop down list o3¢
/boot Begead(Gs file system type ¢o Ext3 com§qolepdn Size(MB) o3 100 con:q)

Force to be primary partiton o3 check dom OK o3 click golegdi

° C o C [¢] C° C ’] C
[6]eple; OO’)oQ)gS”BO’JCo 00 OD&II
L O S, L
Online Help Partitioning =
Disk Setup T
Choose where | Son Bl j/bodt , 5
Red Hat Linux t file system Type: | ext3 = |
Ifyou do not kn¢ [ sda 10237 MB »-M-\:mu; VMware Virtual S 1

partition your sy aligwable Drives:
need help with ¢
manual partition i
tothe Red Hat | 550 ). 100
Installation Guic

|  Additional Size Options
Ifyou used autg @ Eixed size »
partitioning, you < Fill al space up to (MB): 1
accept the curre
settings (click N
the setup using
partitioning tool/

) Fill to maximum allowable size

rce to be a primary partiti

[[] Check for bad blocks

your system, yo i 2=
current hard drive oy e -

partitions displayed below. Use
|_the partitioning tool to add, edit, [[] Hide RAID device/LVM Volume Group members

|@ Hide Help | ‘Dﬂdease Notes ‘ ‘ 4 Back ‘ | & Next |
Co Q0C C iy (o] C C C
OO()QSj New on&00m0 SWap S0 partltlon o ODO’)@O)GOZS](S]Q@II
LL o L 4
[
Cnline Help Partitioning
Disk Setu p I ——
Choose where | Mount Paint: Not -_ﬂ.pp_\_\c_;blca 7 s
Red Hat Linux | File System Type: | swap ’| |
Ifyou do not kng [ sda 10237 MB VMware, VMware Virtual S [

partition YOUr Sy allgwable Drives
need help with ¢
manual partitior|
to the Red Hat [ ;0 MB): [Ea8
Installation Gui¢ —

Additional Size Options
If you used auto @ Eixed size )
partitioning, you () Fill all space up to (MB): {101 Gl
accept the curre
settings (click N
the setup using| [ Force to be a primary partition
partitioning tool| -

[] Check for bad blocks
If you are manu|

current hard driv < o, w..we
partitions displayed below. Use L
|_the partitioning tool to add, edit, [ Hide RAID device/LVM Volume Group members

|@ Hide Help | ‘Dﬂelease Notes ‘ ‘ @ Back ‘ | & Next |

) Fill to maximum allowable size

14 1305

oa@m%%qégo swap partition & size :Dé 3800581 RAM  oerancoad §§>eo
o C C C
Sep2qepd [gd20pdN

6§205308 o000 root partition o3 3[gS:qpopE mount point & drop down

list & "/" o eggudooxd@ Fill to maximum allowabl size o3 check
(o] L Ol d L
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. C C C C C (8
root partition o3 oopdesoIMEVIER @@oa@u

Online Help Partitioning

Mount Point
Choose wherey — /

Red Hat Linux t, File System Type: | ext3

If you do not kn¢ sda 10237 MB VMware, VMware Virtual S

partition Your sy jiowable Drives:

need help with {

manual partitior L

to the Red Hat I g, (MB): |100

Installation Guid
Additional Size Options

Ifyou used aute © Eixed size 7 i
partitioning, you () Fill all space up to (MB): 228 [~
accept the curre

\ i 1 13
settings (click N @RF\II to maximum allowable size G e
the setup using| [ Force to be a primary partition ey
partitioning tool| 57
[] Check for bad blocks
|
your system, yo|
current hard driv < o) v
partitions displayed below. Use || | |
|_the partitioning tool to add, 3 [] Hide RAID device/LVM Volume Group members
|@ Hide Help | ‘Dﬂelease Notes ‘ ‘ ¥ Back ‘ | W Next |

33 e%@@% minimum  Ssebeaxn  partition  93:903 5@53803@9
L I d L L L L o]

C C C C o s (9] C 00 O
oaoocfoaeoo[?joe@m saoowﬁ /usr, [home, /var spoqeo> partition gp:oycopd: 6603
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° C C
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Online Help Partitioning
Disk Setup
Choose where you would like Drive /dev/sda {Geom: 1305/255/63) (Model: VMware, VMware Virtual S)
i i sdifsda3
Red Hat Linux to be installed. B .
L3
If you do not know how to
partition your system or if you
need help with using the .
manual partitioning tools, refer FNew [ e ” Delete ” Reset ” RAID ” M ‘
to the Red Har Linux
Installation Guide. . Mount Point/ Size
‘ Device RAID/Volume Type Format (MB) Start | End l
If you used automatic I~ Hard Drives |
partitioning, you can either < jdev/sda
accept lhelftll('ﬁﬂlra““"’"d, /dev/sdal /boot ext3 v 102 1 13
settings (c I(_ ext), or mo I[y fdev/sda2 swap s 384 14 62
the setup using the manual
fdewjsda3 ext3 « 9750 63 1305

partitioning tool.

If you are manually partitioning
your system, you will see your
current hard drive(s) and
partitions displayed below. Use
|_the partitioning tool to add, edit, |[+] [] Hide RAID device/LVM Volume Group members

|@ Hide Help | ‘Dﬂeiease Notes ‘ é Back ‘ | i> Next
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partition g@o,@ew@e@ml s§ommosocc  boot loader  configuration
C C

8’2&)8(7% @8@0’) Or]Q cII G’BO’)OSj 88@(7)0)0 8’3@’)" oS G’)"OGCD“CD C&%Of]OO 8°
7% 3-9°0eR2 2 S : (R S ey Ges

configuration screen o add o3 click @: 0S s’aéj[:gam:o%eq:qogqo%éu Boon ood
4 L L Ol Led

C

boot up Qg(c)eoaosoe']ogé OS selector menu eng ™3¢ sg[éoz oS @J’J:OS; QUMD

G@Oézeq%éeé @QSOr]&)éII

<O

x5 Boot loader password (ﬁ@o?s@[eé 38Lo']oo 00HOMEEI 899?]%038

OS selector menue o password comepd [goa0pdI o
o Lo!

[g¢ boot loader o3
ooo:oaé: ez?e.pwécf) weq:@:e@o&oroe MBR s*aféé:ogé FPCODHMD sﬂ&@s} - @&Déu

o C o . - . oc O C cc (o
eg>m next o click [§ Network Configuration s20csa) eepoole@@o)oa@n

Online Help Boot Loader Configuration

BOOt Loader The GRUB boot loader will be installed on /dev/sda. | Change boot loader

Configuration

[*]

You can configure the boot loader to boot other operating
systems. It will allow you to select an operating system to

By default, the GRUB boot boot from the list. To add additional operating systems,
loader will be installed on the which are not automatically detected, click 'Add.' To
system. If you do not want to gleafng‘e.tge c;pe;anr_lg Zystem booted by default, select
il’lSla" GRUB as your bUOI ault’ 3 the desires ﬂperatmg system.
:uaier, select Change boot ‘Default |Labe| evte o
oader. e
Red Hat Linux /dev/sda3 —
You can also choose which OS
. Delete
(if you have more than one)
should boot by default. Select
Default t,'E.ESIdE theprefsied A boot loader password prevents users from changing
boot partition to choose you_r options passed to the kemel. For greater system
default bootable OS. You will security, it is recommended that you set a password.
not be able to move forward in 5
< & [ Use a boot loader password Change
the installation unless you £
choose a default boot image.
[ Configure advanced boot loader options
You may add, edit, and delete
the boot loader entries by
selecting a partition with your
mnuse and then clickina an the
|@ Hide Help | ‘Dﬂeiease Notes ‘ ‘ @ Back ‘ [ Next |
m

Online Help __Network Configuration

[»

Network Devices

Active on Boot |Device [IP/Netmask Edit

Any network devices you have ethd  DHCP
on the system will be
automatically detected by the
installation program and shown
in the Network Devices list.

Network Configuration

To configure the network

2 7 Hostname
device, first select the device
and then click Edit. In the Edit SELIE o liakis
Interface screen, you can O automatically via DHCP
choose to have the [P and ™ 5 T
Netmask information configured | — i manta’y  dealcebig.dagon.cor

by DHCP or you can enter it
manually. You can also choose
to make the device active at Gateway:
boot time. Primary DNS:

Miscellaneous Settings

Secondary DNS;

If you do not have DHCP client
access or are unsure as to what
this information is, please

contact your Network
Administrator. [+]

Tertiary DNS

|@' Hide Help | ‘Dﬂelease Notes ‘ ‘ 41 Back ‘ | ﬁ Next |
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Network Configuration $28E:0p¢ manually option o3 check § 88005s¢

default Domain name o3 %ogoo&qo']eén o&;@oog Edit o3 click coongesl
L LI (o] L L

690050l9203¢: NIC 920005 IP configuration dialog box o6s eonoeé@o%ooéu
[¢] L

L
BBecl oo s23lopé Configure using DHCP o3 uncheck cozq) IP address s¢
NetMask o303 8803 ovod[gepd Network address s&  subnetmask o3
Qo _C C C
SJ(DOE?CSGIO’]@EII

- ___________________________rechat

_Online Help Network Configuration

N K C fi . Network Devices

etwor onfiguration
Active on Boot |Device [IP/Netmask Edit
Any network devices you have athd  192.168.0.100/255.255.255.0

on the system will be
automatically detected by the

e NemworicDovicos ror - I TR
in the Network Devices list. Editintedacectin
Configure etho

[ Configure using DHCF!
Activate on boot

To configure the network
device, first select the device
and then click Edit. In the Edit
Interface screen, you can IP Address: [192 /168 |0 ||100
choose to have the [P and
Netmask information configurec
by DHCP or you can enter it
manually. You can also choose
to make the device active at

boot time. Primary DNS:

Netmask: 255 .255 |[255 o ]

Secondary DNS:

If you do not have DHCP client
Tertiary DNS

access or are unsure as to what
this information is, please
contact your Network

_ Administrator.

|@ Hide Help | ‘Dﬂelease Notes ‘ ‘ 4@ Back ‘ | & Next |

OK o3 click [Gseg20> Miscellaneous Setting o3¢ Gatewayoo Primary DNS i€

Secondary DNS or%or% ?ogog&qcﬂeéu Primary DNS egpogé 38o005a1 IP address

o Qo _¢C C C C C C c 9 c H C H - -
epfsvelsiealenleNIClel) @@oa@u s@mme@oga?eoao Linux cop> multiuser, multitasking

[46caxe(o3né [gdoopdi
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Online Help [ Network Configuration
. ™ Network Devices
Network Configuration
Active on Boot |Device [IP/Netmask Edit
Any network devices you have ethd  192.168.0.100/255.255.255.0

on the system will be
automatically detected by the
installation program and shown
in the Network Devices list.

To configure the network

2 L Hostname
device, first select the device i
and then click Edit. In the Edit Sebiie hosyeme
Interface screen, you can O automatically via DHCP,
choose to have the IP and @ manimly T

Netmask information configured | —
by DHCP or you can enter it

Miscellaneous Settings
manually. You can also choose

to make the device active at Gateway: 192 168 L0 1
boot time. Primary DNS: (192 |[168 |0 . 100
. Secondary DNS:192 /168 |0 11
If you do not have DHCP client -t {1 |+
access or are unsure as to what ey DS
this information is, please
contact your Network
| Administrator.
|@ Hide Help | ‘Dﬂelease Notes ‘ ‘ @ Back ‘ | ®  Next |

08:1030(73&)5:@%0309951098 Security
L o

¢ ooadEeoxn  Firewall setting
T Ll e} S {

§
cC 9 c o "] C Q0 C . (o] C C cmc
POCVEPM A0l Gowpd  Linux 0 eocepand  0oosunm|goolon
° ° 4 L ° IL
qé:saaocf:ogé Firewall setting sa0: 920520[g|o5 ooo::nécjn s@oacf:em%e@: @o%of]:nén
Befopé No Firewall o3 select cod[G: Next o3 click Sodeclepdi
e ° L L L L

Bego0> additional language support setting s¢ Time Zone setting gp:o0p¢

38 §o%oaorgep ea:@p%é installation step orcé 009D C\E(SG&)’J(Sqor]eéll language
support setting C)Dé Linux OS g27s 88990%:@&%03 5> language Bcc: sao?:[ﬁ@ﬁq%

[g9o0pSn Time Zone 205 system & time [g[G: Linux OS oopd 88conx§eoon time

ocC C (8 C - - C C
zone $20>C: operate cooed @@sj server type installation o3¢ s'aeel:o']oa@u
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Online Help Additional Language Support

[*]

| Select the default language for the system: | English (USA)

Additional Language
Su ppOI’t Select additional languages to install on the system

[ ehen e &
Select a language to use as the |7 English (Great Biitain) Select All

default language. The default

5 |7 English (Hong Kon
language will be the language glish (Hong Kong) Select Default Only

used on the system once |E English (ndia)

installation is complete. If you ID English (Ireland)

choose to install other !D English (New Zealand)

languages, it is possible to | English (Philippines)

change l!‘IE defaL_lIt language A=} English (Singapore)
after the installation. |01 Engish (South Afiica)

Red Hat Linux can install and
support several languages. To | English (zimbabwe)

use more than one language on | Estonian

your system, choose specific ID Faroese (Faroe Islands)

languages to be installed, or | ] Finnish

select all languages to have all
available languages installed
on the system.

|7 French (Belgium)
|[] French (Canada)
ID French (France)

Use the Reset button to cancel | | French (Luxemburg)
e selerctinns ik RS — =
|@' Hide Help | ‘Dﬂelease Notes ‘ ‘ @ Back ‘ |i> k Next |
m
_Online Help __ Time Zone Selection

‘i)

Location!| UTC Offset

Time Zone Selection

You can set your time zone
either by selecting your
computer's physical location, or
by your time zone's offset from
Universal Time, Coordinated.
(also known as UTC).

Notice the two tabs at the top of
the screen. The first tab offers
you the ability to configure by
location.

. . Antarctica/DumontDUrville - Dumont-d'Urville Base, Terre Adelie
From the interactive map, you

can click on a specific city, as ]anatian |Descriptmn
indicated by the yellow dots, | ASTayQatar
and a red X will appear at your | AslafQyzylorda Qyzylorda (Kyzylorda, Kzyl-Orda)
selection. Asia/Rangoon
:Asws,.'R\vadh

You can also scroll through the |

et LA ciaiSalaon
city list and choose your [x]
desired time zone.

[[] System clock uses UTC

L
|@ Hide Help | ‘Dﬂelease Notes ‘ ‘ é Back ‘ | i} .gext |

005605[gE: [gdoopdi root wadepopE root user account & root file system o3
d L L (o] 4 e [

[egge] ° C C C (o] . C C
§OQ[:00)  FPRM @@m@n root account oy login 030@,903902]0 system
e - cocC chc C C C o _ C C o cocC
administration @[C\go&Lce@@@oaen Ge: step eple password orﬁo)@e KO

qep5[gd20p51 2Beon root password accepted [gdopdi
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Online Help _ [ Set Root Password

Set Root Password O Enter the root (administrator) password for the system.
Use the root account only for RogtBe=sIvar
administration. Once the Confirm
installation has been completed,

create a non-root account for your

general use and su - to gain root

access when you need to fix

something quickly. These basic

rules will minimize the chances of

atypo or incorrect command

deing damage to your system.

Root péssward‘a((ep‘ted.

|@ Hide Help | ‘Dﬂeleasa Notes 4@ Back ‘ | 5 Nek

ego0dma0éaopd  Authentication Configuration [gd[G: GEssasoéopé Enable

°0ON

MDS password s& Enable shadow password voopd option 6203 default sao:g

ea:qcﬁooo:wéo% eo&%éwén Enable MDS password aSLCDéeJ;’J 880%
C C ° C (o] C o CO °

eommmgaa?,@[e@ password length o> sn@cgoooocg@. character 256 5
(9] oc ¢ C C - (o] C C C C

FPOOCLIECH$30YM Ge: option o) enable cvocvzged @oaoogu Shadow password

o3 enable cxd[géssanilgé password file o3 shadow file 063 sees(gS encrypt cwd(:

L L s L T s 7

oC (8 C - Cc O C C c C

200550 ,eoa')e@')g security s20000 ©03J6020C9$ VI

Online Help Authentication Configuration

i . Enable MDS passwords
Authentication

i Enable shadow passwords
Configuration i

NIS |LDAP | Kerberos 5 [SMB

[] Enable NIS
NIS Domain:

You can skip this section if you
will not be setting up network
passwords. If you are unsure,
ask your system administrator
for assistance.

e broadcast to find NIS server

Unless you are setting up an
NIS password, you will notice
that both MD5 and shadow are
selected. Using both will make
your system as secure as
possible.

» Enable MD5 Passwords -
allows a long password to be
used (up to 256 characters).

» Use Shadow Passwords -
provides a very secure
method of retaining

nasswards forvon [~

|@' Hide Help | ‘Dﬂelease Notes ‘ ‘ @ Back ‘ |$ Mext
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package group selection o3¢ install wGcSeoo> package  gpisao:

egegedeozqolepdi &3S Desktop qpsi Application opsi server opsi developer

opsi system admin gpu Clo€aopdi Miscellaneous aopd package 0923803

L

C\%cﬁea:ee§em?é minimal option BCC: install cggo']m eof]e@o% of]ogqeé package

ep:o%oao ea:chﬁ install Qgeé o%[§:| Everything (7% ea:or]m available @5e§ewo

package s»:a3:05 install C\)E)Q)’D:@é @803 Si next o3 click olo» about installation
L L L o L

. C C Q0 C N Q _¢C . - C C

dialog eofrmoe@ 0@, oocgige0n  step gprsacoad installation  cooepy

we@s@e§(7c§ ew%@or]wéu qé:ezpog next cxogogor]oo installation o)ooéeé @&Déu

Online Help Package Group Selection
GNOME Desktop Environment [35/35] Details =

Package Group

g GNOMEisa powerful, graphical user interface which

- *

Selection ‘ includes a panel, desktop, system icons, and a graphical
file manager.

Select the package (application) KDE Desktop Environment [14/16] Details
graups: that you want to |n§la|l. To .~ KDE is a powerful, graphical user interface which includes |
select a package STUU_P- click on li_‘vy; a panel, desktop, system icons, and a graphical file
the check box beside it. manager.
Once a package group has been Applications
selected, click on Details to view Editors [2/4] Details

which packages will be installed
by default and to add or remove
optional packages from that

Sometimes called text editors, these are programs that
(ﬁ allow you to create and edit files. These include Emacs and
Vi.

Houp  and Scie 157 Dells
P . _ This group includes packages for performing mathematical
To selectindividual p_a_Ckages’ % and scientific computations and plotting, as well as unit
check the Select Individual RSO
f;:t:ges box atthe bottom of the Graphical Internet [&/14] Details
C i This group includes graphical email, Web, and chat clients.
Text-based Internet [3/71 Details =
[] select individual packages Total install size: 1,751M
‘@ Hide I'_ie{p| ‘D&eiease Notes ‘ |4= Back | | SR Next
Online Help Package Group Selection

MR
Package Group Administration Tools [y11]  Details
SEIECtIOﬂ This group is a collection of graphical administration tools

for the system, such as for managing user accounts and
Select the package (application) configuring system hardware.
groups that you want to install. To System Tools 5/13] Details
selecta package g_rou'p, click on This group is a collection of various tools for the system,
the check box beside it. ,@ such as the client for connecting to SMB shares and tools
to monitor network traffic.

Once a package group has been Printing Support [8/10] Details

selected, click on Details to view
which packages will be installed & Install these tools to enable the system to print or act as a

rint server.
by default and to add or remove P

optional packages from that Miscellaneous
drodp: m‘Minimal‘

Choose this group to get the minimal possible set of

To selectindividual packages, -
check the Select Individual ] packages. Useful for creating small router/firewall boxes,
for example.

Packages box at the bottom of the
screen.

[] Everything
This group includes all the packages available. Note that
Q there are substantially more packages than just the ones in
all the other package groups on this page.

| [[] Select individual packages Total install size: 2,705M

|@ Hide Help | ‘Dﬂdease Notes 4 Back ‘ | & Next
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Online Help About to Install

About to Install

Caution: Once you click Next,
the installation program will begin
writing the operating system to the
hard drive(s). This process cannot
be undone. If you have decided Click next to begin installation
not to continue with this of Red Hat Linux.
installation, this is the last point at A complete log of the

which you can safely abort the installation can be found in the /
installation process. roatfinstall.log file after
rebooting your system.

To abort this installation, remaove
all installation media, and press
your computer's Reset button or
reset using Control-Alt-Delete.

A kickstart file containing the
installation options selected can
be found in the /root/anaconda-
ks.cfg file after rebooting the
system.

|@ Hide Help | ‘Dﬂeiease Notes ‘ ‘ @ Back ‘ [ oNext |

about installation dialog ¢ next o3 click c3cbeoon92sloyé RED Hat Linux

installation m eIz 3E: oooé@@o%o’]ooén
L

Cnline Help Installing Packages
Package:
Installing Packages Size:
Summary:
We have gathered all the
information needed to install Red Package Progress:
Hat Linux on the system. It may Foan Prockess
take a while to install everything,
dependlng on how mi'my Jsmms | F‘ackagesl Size Time|
packages need to be installed.
Total 0 oM 0:00:00
Comy| 0 oM 0:00.00
| Formatting / file system...
Q redhat
|@ Hide Help | ‘D&elease Notes ‘ ‘ & Back ‘ | &  Next |

C C 00 O C C C C C
GaoSJOOOO’JoGOD’J package OQ’JGD?(;‘ 9@0’)@0’)@% Qg@oGSO’)Cq@GOT ﬁO’)g[(_.g]o

o

wsﬂ$@o[§§eé@ ooéu woe§sao,[§c package gam% install m&ﬂm CPU speed 2.6

(&

GHz ecﬂeoao 009) J @')qeoqp@oe@ Eg@or]oagu Installation @so,eooogasr]ooc

system quooce O%@O?US user ogcﬁ sa@o:ep:e@og system down G:DC\)JC s’asq:eoT

maintenance §L sﬁ ogor% boot diskette 030323 0§03 [§p38q$wogo% Ge:eé
Ego%o’]ooéu diskette 0% e®$ C\%G@’)Co No m check QO @ next 093 click slor]eén

o . . - ° C C C . o .
Bosl Linux installation (G:a3:8[gdelogpé: s& login mode o3 graphical mode

L L
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Q C C C C H C o C (%
B Text mode opdoopy mode [g4¢ login cvoepdad eaoaJoaqof]@gu Text mode
@cc: login C\BE)@éO%OJ’J eg:qcf)qof]eéu %w&e@oéa&iewg graphical mode :>o@C

login oéepogé 339?1;%@9@5@039@@96 @ogoaéu text mode o login 08@: Graphical

mode a3copds [g§ogm:8Eend [gdolaopdi
Belopé Linux ¢ Command gpsaopd saesgolecon ma§ionme dlocwly

oOn

command 0% eo%e@o% ec\gmoooozoocf:o']oaén Linux 085 sgeq:o']@: 03086000

L

comman 3,03 6825RE cw3[gardloogdi

Command Synopsis Description
adduser adduser dsoneil | This command will automatically add a
new user

to the system
|The Bash script can be found in /usr/sbin if
it needs to be changes

alias alias help=man | The alias command allows you to
substitute a new name for a command
alias long=lIs -al | An alias can also contain command line
options

| Unless the alias definition is included in
your .login file it is only temporary

apropos apropos keyword | Display command names based on
keyword search
at at 1:23 Ip /home/index.html | The at command runs a list of commands
at a specified time (e.g. print @ 1:23)
at 1:50 echo “Ip Job Done” | This uses the echo command to send a
message at 1:50 saying a print job is done
at -1 | Lists all scheduled jobs; an alias for the
atq command
at-d 5555 | This will cancel job number 5555; an alias
for the atrm command
batch Example: | Temporarily blank
cat cat /etc/filename | Prints specified file to the screen
catfile.a > file.b | Moves file.a to file.b
cat-nfile.a | This will show the contents of the
file with line numbers (-b number only no
blank lines)
cat /proc/scsi/scsi | This will list all the SCSI processes
running on your system
cd cd /home/dsoneil | Changes directories to the specified one
cd ~username | This will move you to the users specified
home directory
chattr chattr +i /etc/passwd | makes the named file immutable.

Attributes are not shown by Is; use Isattr
chfn chfn dsoneil | This will allow you to change finger



chmod

chown

clear
cmp

cp

cpio

cpkgtool

cron

date

dmesg
df

du

e2fsck

fc

fdformat

chmod 666 filename
chmod 777 filename
chmod a=rwx file
chown dso /home/html|
chown dso /home/file.a

clear
cmp -s file.a file.b

cp file.a file.b
Is /home | cpio -o > /root

cpio -it < /root > bk.indx

crontab -e

date

date --date="2001-3-15"

JJ

information on that user

| As an example it will allow you to change
dsoneil to Darcy S. O’Neil

| This command will give a file Read - Write
permission for everyone

| This command gives Read - Write —
Execute permission to everyone

| This gives Read - Write - Execute
permission to all users

| This command will change the owner of
the specified directory to dso

| This command will change the owner of
the specified file to dso

| This will clear your screen

| Compares 2 files of any type. The -s option
will return nothing in the files arethe same

| This will create a duplicate of file.a under a
new file name, file.b

| This will copy the files of /Thome to the
directory /root

| This will extract all of the files to /root and
creates an index file called bk.indx
|Graphical front end to installpkg,
removepkg, makepkg that uses ncurses.

| Edit your personnel crontab file

| The main crontab files can be found in the
/etc directory

| Will outout the present date to the screen

| This will set date to 2001-Mar-15

date --date="2001-3-15 11:59 AM” | This will set the date as well as time

dmesg

df-hT

du -k /home/html

du -k /home/html/file.a
e2fsck /dev/fd0

e2fsck /dev/hda1

fc-l

fdformat /dev/fd0

fdformat /dev/fdOH 1440

|Prints out the bootup messages so you can
locate errors

| Displays the total size, used and available
space on all mounted file systems

| Provides a summary of the disk space
usage, in kb, within the specified path

| Provides a summary of disk spaced used
by a particular file

| To "scandisk" a floppy (run while the
floppy is unmounted)

| Also can be used to scan for disk errors on
hard drive partitions

| Lists your recent commands (Beware that
fc is dangerous w/o -l because it will run
commands)

| low level format of a floppy device in drive
fdO

|This will fromat a “Double Sided High
Density”disk



file

find

finger
free

fsck
git

grep

groupadd

groups
gzip

history

hostname

Ifconfig

insmod

installpkg

file file.a
file -z file.a.tar
file -L file.a

find /path -name passwd

finger
free -t —o

fsck /had

cat /etc/passwd | grep dso

Je

| This command will try to determine what
type of file file.a is. (exec, text, etc.)

| Looks inside a compressed file to
determine it’s type.

Follows symbolic links to be followed to
determine file type

| Locates the specified string (passwd),
starting in the specified directory (/path)

| All filenames or directories containing the
string will be printed to the screen

| This will list all users currently logged into
the UNIX system

| Provides a snapshot of the system
memory usage

| file system check and repair

| This is a file system viewer (Use F10 to
exit)

| This searches for and limits the
command output to the pattern specified

| In this case all instances of dso from the
/etc/passwd file are printed

grep -i “Sample” /home/dsoneil | The -i option makes the search indifferent

groupadd sudos

groups
gzip file.a

gzip -d file.a.gz
tar -zxvffile.a.tar.qz

history | grep sneak

history -d 1061

ifconfig eth0

ifconfig ethO up

ifconfig eth1 192.168.0.2 up

to case (e.g. sample or SAMPLE)

| Create a new group called sudos on the
system

| Shows which groups you are in

| This will zip file.a and give it the extension
file.a.gz

| This will unzip the file file.a.gz

| The z flag allow you to decompress the tar
file on the fly

| To retrive your recent commands with
"sneak" somewhere in them. 6/00

| To delete history entry 1061, which may
be a password in cleartext.

| Get or set hostname. Typically, the host
name is stored in the file /etc/HOSTNAME.
| This will display the status of the currently
defined interface (.e.g Ethernet Card 0)

| This flag causes the iterface to be
activated (To deactivate an interface use
down)

| Makes eth1 active with IP address
192.168.0.2

| used (by root) to install modular device
drivers

installpkg -r packagename.tgz | This will install a Slackware

package with the name you specify (-r
option)



removepkg

rpm2targz

Jg

removepkg -copy packagename | This will remove the named package but

rpm2targz filename.rpm

make a copy in the /tmp directory
| This will convert an RPM file to a
Slackware .tgz package

upgradepkg upgradepkg packagename.tgz| This will upgrade a Slackware package

ipchains

jobs
kernelcfg

kill

last

lastlog
less

lilo

locate

and remove any old or no used files

ipchains [-A -s -d -j] [Input / Output] | This command is used to ACCEPT or

DENY access to your system

ipchains -A input -s 24.1.50.25 -j DENY | This will block the |P address

24.1.50.25 from accessing your system

ipchains -A output -d 24.1.50.2 -j DENY | This command will DENY your

jobs

kill 2587

kill -9 2587
last-300

last -5 username

lastlog
less /html/index.html

lilo —v

lilo -b /dev/fd0
In -s /ust/dso ./home/htm|

locate wordperfect

Ipr /home/html/index.html

Iprm 12

Ipq

system from accesing this IP address

| [-A append] [-s source] [-d destination] [-]
join]

| This will list all jobs presently running on
your system

| GUI to add/remove kernel modules (as
root in X terminal).

| Kills the process specified by the Process
ID Number (2587)

| The -9 flag forces the process to die

| Prints to the screen the username,
location, log-in and log-off times of the last

| -x logins to the system. The username will
select the last x time that person has

| used the system. The last command is not
traceable.

| Displays a list of the login attempts / times
of all users on the system (security check)

| Less displays information a screen at a
time, you can also page back and forth

| To write or correct boot config to disk. Use
this comand after modifying /etc/lilo.conf

| Do this before rebooting (to avoid "LIL-" on
startup) if it's been a while

| This command will make a boot disk

| Creates a “symbolic” link from the first
directory or file to the second. A user
changing

| into ./home/html will actually be directed to
the /usr/dso directory.

| The locate command will locate the file
specified aand output a directory path (see
“updatedb”)

| This command will print the file index.html
to the printer

| This command will cancel pint job 12 in
the printer queue

| This will show the contents of the print



Ispci
Isof

Ismod

make

man

md5sum

mkdir

mkfs

more

mount

Is -al

Is -F
Is /proc/sys/net/ipv4

Ispci

Isof |grep :<port number>

make mrproper
make menuconfig

make dep
make clean

make bzImage

make Inx

make install

make modules

make modules_install

man vi

md5sum filename.tgz

mkdir pascal

mbkfs -t msdos -c -v /dos-drive

mkfs -t xfs -c -v/home

more /home/html/index.htm
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queue
| Lists all information on all files (-a) in the
current directory in single line

| format (). Includes permissions, owners,
modification time, file size and name

| Marks (directories with a trailing /) - (
executables with an *) (symbolic links w/ @)
| This will ist all IP4 (masquerading) entries
in the system processes directories

| Lists your PCI devices

| This will show you what program has that
port open.

| used (by root) to show kernel modules
currently loaded

| Cleans up junk accidentally left behind by
the development team

| This will ask you a series of questions
about your system and drive requirements
| This will use dependencies

| The clean command will clean up any
unnecessary files left lying around

| This will begin the process of compiling
your new kernel

| This specified that the source will be
compiled under a Linux system

| After the make command this will install
the compiled binaries to their directories

| This will compile all the necessary
modules

| This will install modules into the
/lib/modules directory

| Prints the manual page on the specific
topic (vi) to the screen. To scroll down

| the page use the Space Bar, to scroll up
use the letter b, to exit press the g key.

| To ensure a copy between

machines went perfectly

| This will create new directory (pascal) in
the present directory

| Formats a partition and builds a new
filesystem on it

| -t specifies filesystem type, -v produces
verbose output, -¢ checks for bad blocks

| Paginates the specified file so it can be
read line by line (using Enter key) or

| screen by screen using the Space Bar.
Use b key to move back and g to quit.

mount -t msdos /dev/hda5 /dos | Mounts the msdos partition on the Hard

Drive (hdab) to the directory /dos



mv

netstat

hice

nmap

nohup

passwd

ps

pstree

pwd
quota

renice

rm

rmdir

e

mount -t is09660/dev/sr0 /cd | Mounts the CD-ROM under the directory

/cd

mount -t msdos /dev/fd0 /mnt | Mounts the floppy drive with an msdos file

mount -a /etc/fstab
mv ./home/file ./dso/file

netstat -tap | grep LISTEN

netstat -t-u—a

nice -5 sort one.a > two.b

nmap localhost

system to /mnt

| Attempts to mount all file systems located
in the /etc/fstab file

| Moves the specified file to another
directory

| This will give us a list of all currently
running TCP servers that are LISTENing on
a port

| This will list all UDP and TCP ports that
are open

| This command adjusts the priority of a
process before it starts

| The higher the number the lower the
priority. All process start at 10

| This will port scan the ‘localhost’ server to
determine open ports

nmap -sT -sU -p 1-65535 localhost | This will thoroughly check all ports on

passwd

ps

ps -ef | grep dsoneil
pstree —p

pwd
quota

renice -5 6641

rm file.a

rm -i file.a

rm -r /home/dso
rmdir pascal

rmdir -r pascal

the system (both UDP and TCP)

| This command allows a process to
continue after you log out

| Launches the password program so the
user can change their password

| Lists all current running processes, their
corresponding pids, and their status

| This will find all of the processes for user
dsoneil

| Provides a list of running processes in a
tree structure

| Prints the current working directory

| Lists the user’s quotas for both ada
(/home/adal/a#/username) and amelia

| (Ivar/spool/mail/lusername), indicating the
number of blocks used and the users quota.
| Adjusts the priority of the running process
6641 (The 5 lowers the priority to use less
resources)

| Removes the specified file in your current
directory

| Removes specified file but prompts for
confirmation before deleting

| Removes the specified directory and all
files in that directory

| Removes the empty directory specified, if
not empty you will receive an error

| Removes the directory and all files in that
directory (if supported)



route

rpm

su

shutdown

sort

tar

top

route -n

J?

| Displays the Linux Kernel IP routing table

route add -net 192.168.0.0 eth0 | This will tell other systems what network

to route your system on

route add default gw 192.168.0.5 eth0 | This will tell the your system where

rpm -i file.2.0-i386.rpm
rpm -U file.2.0-i386.rpm
rpm -i —force file.rpm
rpm -e file.2.0-i386.rpm
rpm -i —nodeps file.rom
rpm —qa

rom -qa | grep gtk

rpm -qi file.2.0-i386.rpm
rpm —rebuild file.2.0.rpm

suusername

shutdown -t 10.00

shutdown -r -t 20.00
shutdown -t +10 good day

shutdown —f

sort myfile

tar -cf /usr/dso.tar /home
tar cvf/backup.tar /dso

tar -xvf file.a.tar
tar -tvffile.a.tar | more

tar -zxvffile.a.tgz

the Internet gateway is located

| This information can be added to you
/etc/rc.d/rc.local system files (Slackware)

| This will unpack an RPM file. This is the
most basic method of installation

| This will install an upgrade to a previous
RPM package.

| The —force option will force the package to
re-install

| This will remove and RPM package. (You
do not need to use the complete name)

| This command uses the “no
dependencies” flag.

| This will give a screen print out of all
packages installed (q is query)

| This will print out all of the rpm packages
will gtk in the file name

| This will provide information on the
package you are about to install

| This will rebuild a package if it has been
corrupted by another installation process

| This will allow you to access the
Superuser privileges. Type exit to revert
back to normal

| This will notify all logged in users

that the system will shut down at 10:00 AM
| This will reboot the system at 8:00 PM

| This will shutdown the system in 10
minutes with the message “good day” sent
| The -f flag will cause Linux to do a fast
reboot

| To sort files. (Options -r Reverse normal
order, -n Sort in numeric order

| This command copies the directory /home
to the file /user/dso.tar

| This will create a tar archive of everything
in the directory /dso

| This command will extract the tar archive
| This will allow you to check whether the
tar archive starts with a directory

| This command will unzip and extract the
file in one step as opposed to using gzip

M for memory usage information | This program shows a lot of stuff that

P for CPU information

goes on with your system. In the
| program, you can type: q to quit
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touch touch file.a | Creates an empty file in the current
directory with the name file
umask umask -S u=rw,g=,0= | Specify the permission for files when files
are created for owner(u),group(g), and
others(0)
umask 022 | you can use 022 for read only file

permission for others and 077 for read and
write permission

uname uname -a | This will print to the screen the Linux
Kernel in use on your system

updatedb  updatedb | This will update the “locate” database

uptime uptime-a 192.168.0.100 | Shows system uptime and includes a list of
users who have been idle for more than one
hour

userdel userdel -r dsoneil | This will delete the user dsoneil from the
system, the -r option will delete the users
/home

w w | Lists all users currently logged into the

UNIX system. Provides information such
| as username, login time, idle time, and
current action

whatis whatis cat | Provides a one-line summary of the
command

which which -a filename | This will search through all directories in
your current path and find all files named
filename

who who | Lists currently logged on users username,
port, and when they logged in

whoami whoami | Tells the user who they are acting as;

usually their own username.
Other Useful Commands

Ctrl-Alt-F1: installation dialog
Ctrl-Alt-F2: shell prompt

Ctrl-Alt-F3: install log

Ctrl-Alt-F4: system related messages
Ctrl-Alt-F5: other messages
Ctrl-Alt-F7: X graphical display

sooon%ew%[go'] Linux commandrsm:oo@C odgpieoon  Linux  command

ope(gd(og(Ge Linux command efgpadepign o§§esclecnsoopdi BxlgEé command
»o980pE “-7 5qodqeorn switch g0yl “--" 3Qodqeoon switch  gpsed
cﬂsﬁeage‘i@ooéu Command ooocxeogcc: switch s'a§é:ef°3: 00 2389% o’k‘iooo%@oaén
. C c C C [ C (o
Linx @ command QPO eﬂ’),@ocxc))§,oa oe’a[gc command 0>6200pCOP:

switch gp:go cﬂe‘i@o&oe@oé sacgo%oqo%go%q% sogécﬂooén o%e@’xf: command
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C\%o']m man é@: eﬁcﬁggqcﬂeéu man 3

L

> manual &

(En
-Q

L
2203607005 (4620001 poed |'s command a5 053 s2ad:geepd

l-80

Q _Q
CDC\BO(]O’)

s
C C [ CcC O ° C
5gEdlon  I's  command & sesfoplimaepeps 0pdB 30l qepd

°

O O (o C C C o C C o C (o
blevievieplen e@o@e@ @@:D@n o%:ra[gc s --help SplevTovk: cﬂmogc.o']m F20O0)

12

output ecj[: cwd eé @o%oaéu Linux 038 8’9&?8@[@&)’) software gps utilities gps o

L

° ¢ C o] C . . c
sqo?,Blsﬁ sasmgaaﬂo'] howt o command oopS Linux beginner gp:secod gpigo

sraeoooorgsfaoa cu:eo0> command @o%oaéu howt o command & syntax @

C C C‘”

C [¢]
GS@’JO’)O(]S’BU)CS 003@
L

apache -how o
emai | -howto

Linux command ep:cfé eecgcmeé linux files system ep:c;ﬁ permission
c. O Q9 C c cC 9O C (o . . .
326(070C:M waoomqo’]egn s'aoowe@og&?ewo Linux copd> multi user, multitasking
@6@@0@@0@ file permission sacoeézooé s'agoomJeoao @(?8:0’0)5 o']oéoaén on%sfa[gé
Linux &)é device op: directory gps files eno:sao:d’)so% file 99@8330 handle
L L
C C C C
cxgoeoaoe@og [ggo)oa@n

Linux o3¢ file permission o3 10-bit [g¢ao05¢05 control coSaopdi vcoesads

. C - (o] Cc C - - C . o .

bit oopo file system oy pygsoopon file, directory s¢  device opsoo:  list
mé@éeo&omé]mg colaoncorn list de file ep:éi@qoog “ (ﬂt\)’)(\)J(C: file oo
L ° [e] d al o L
Q0O0C C n_qn

DECOII >

o?)g&nén "e" By character device @o%oaé modem gz
L 0,

L

(o] C . C o C . o N - C (o]
¢ directory @@@: "1" socuic physical 6§23 99@93 file 020907
35)

L

tape drive ep:or% ecoecféwén "b" a%or]oo block device a%eoao floopy gz CD gps

@8@&)éll
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File permissions

Owner | Group | Others
drwx rwx rwXx

- Execute
— File type L Write
;:I.=‘d¥u'l:|l:tbl':¢' ' Read

| = linik
° - (o] - C
1ls comman 99:13:[3[@3 files QPO list C\EO@

G@%@@O:Or]il)éll

[root@smallideaice rootl# ls -al | more

root root 4896

root root 4896 .

root root 1457 127 anaconda-ks.cfyg
root root 26 121 .bash_history
root root 24 .bash_logout
root root 234 .bash_profile
root root 176 .bashrc

root root 218 .cshrc

root root 39817 116 .fonts.cache-1
root root 4896 118 .gconf

root root 4896 118 .gconfd

root root 4896 182 .gnome

root root 4896 117 .gnome2

root root 4896 ‘B2 .gnomeZ_private
root root 4896 182 .gnome-desktop
root root 4896 113 .gstreamer

root root 128 .gtkrc

root root 138 182 .gtkrc-1.2-gnome2
root root ] :17 . ICEauthority
root root 22682 123 install.log
root root 3zez 122 install.log.syslog
root root 4896 183 .metacity

drwxr-xr-x
druxr-xr-x

1
1
1
1
1
1
4
2
3
3
2
2
Z
1
1
1
1
1
3

C C C C ocC C - C -
czlesioplosle e@o@oooooa@sfao?cz o']oog files system gpzoopd files s

(9636 "d" gpzoopS directory gpslglogoopdi egr0dbmy§§ean @-bit wpS file

. . ocC C C
permission 523&: [goaopdi

File type &

L. depth | owner | group size Creation time | filename
permission

dr wxr - x- - - 12 r oot r oot 4096 Sep 18 14:17 gt krc
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9900(73085 ec.o%@oo'):oaés’ao%& File type & permission 3388:088 10-bit o3

L L

Gogofqeé@ogoaén d oaé directory @5@: r WX - X- - - oaé file permission
C (& [¢] C co (9] C C
@]eoagu r, w, xa s'a@o']ooeo omw:eo 6922050l9203¢E: @@oogu
[$) 4 ° L J L

r =4 = read
wW=2 2> Wwite
X 1 > execute

O O o

°

$OHRE cud[goonwpy 903 e XIS oot 20305 permission

[9620p5n  scBwoaopd group 90305 [gdoopdi  coBwoopd  root  group  dogé

ocloCoop) user gpz300305 permission [goaopdi
o C C - o C . .

rv w X §gomoaoo@: Linux op¢ umask =ooopy default permission

&
ooo%agpoén umask & default value o> 022 @&Dén

Full permission access 777
umask 022
755
ofée@ocf: Linux 088 :D')@% text file oods ®$ 0936: 08 file & default
o
C

L

.. c c . .. c °
permission ¢> 755 [gooopdi file permission slgociepogc saadi[geooo command ¢o-
C

chnod Ec}o)oa@u chond & gaq@eo change mode @o)oagu chnod m s eﬁ $0§0

(o] C C
syntax 9’3 GS’B’)O’)O’]S’BUB @(DOJ@II

chmod 777 filename
chmod a=rwx filename

sooovol command line ep:ooé file ooo%esfaoz user seo:d’g:o% read,

write, execute co68Eeoo permission cozaopd command gpzlgdoopdi

L

Operating system ep:ooé 0S o s'aof):@pi user gp:o

$20588: c
S 2 2 RENE S

o rSo

C N (o] ocC C C C (o] C f C C
0050 shell 3o 088 Cigdopdn Befopd¢ Linux OS gcoopo: shell ﬂ&)@u

L

Linux € shell > Unix & shell (?)‘%F @o%e:m
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bsh = borne shell

ksh = korne shell

_ o ¢ Q
csh = cshell og[?gooa@n

- c O (o] C C C
Linxs o3¢ oo shell (:\J)qn.w@ saaoace[gocc[?j,
bsh 205 bash (born again shell)
ksh 2op5 kash
C C CON C
C 205 c shell s265[9¢ cepad§30dI
Linux & bash op¢ command completation s3cooo feature Cloopysacyad
mmo%dés%o%@: tab 90303%6(\%030']03 command line gaoécféog coleom
C C C
omwcﬂocwgu

snooo%ogé Linux §cfoo%ooogeooo command gpsi Linux A we@é@ewo

0N

feature 28,03 sapan3qGs [gdopdme[gE Linux OS version 9 o3 graphical mode (g

L ° °

. C c O QO N C C o C B
install w00  seso¢wCOd D @@, @@o&&gu Deloyp¢  Linux  0S Es]

°ON

L
C C c ¢ C C C C C 9 C c _C
®O’)CS’3C\EOC\3061§SQUO)(D C\)@o@(’)’)’)Co command @J’Do«?g GlCo«%oO’(%]@aOCGl?S?Uo)

3

GRUB wversion B.93 (638K lower ~ 96192F upper menory)

Red Hat Linux (2.4.28-8)

Use the T and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the
commands before booting, 'a’ to modify the kernel arguments
before booting, or 'c’ for a command-line.

The highlighted entry will be booted automatically in 9/ seconds.

- redhat.

ofée@o% enter %Scféo%e:mgasﬂ linux OS o device gp: command gp: |

(9] . C C C C C (o] (o] C
features gp:0y loading cooege sgdzROGR: em[goa@ screen o) €0 e
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@503 Si o%e@og Linux OS s22: install C\g&ném Text mode §<§ login o&gé 0
option Go:éewoe@')é Text mode login 093 Gsaocﬁo']gao%& eogogolqeé @o%oaéu

Red Hat Linux release 9 (Shrike)
Kernel £.4.28-8 on an i68B6

smallideaice login: _

%3
ocC C - C C ocC C C C C
§LOOr]C7) root user S”BG§§(°3 |Og|n OC@?GS?’)O)O.‘]S’)O?CS @080’806198 @@OD@II paSSWOFd

O% @8@0’) Q 5 QO’DO’SGOII
2 3-9°82 R

Red Hat Linux release 9 (Shrike)
Kernel 2.4.28-8 on an i686

=mallideaice login: root

FPassword:

Last login: Fri Sep 19 18:41:23 on ttyl
You have mail.

[root@smallideaice rootlft _
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root S’BG§<’J§<§ login oé@:eoaosaeﬂogé oao%[gqu%s@qogcfo # sign @o%oaén

Cl)é root authority qeooo user ep:ogcc:oa') @Eeogo%éeé @8@: %[go2 root authority

©qeo0D user ep:ogé # sign o $ sign o3 eog@é Eooéu 30080303@: 4‘3:3:)0@C

L
C c c C C c c c oc¢ C
Q@Oﬁ ‘DOD&I @&CD@ account @9 OCGGPO’)C\B (YBC G§2Dg

S,
3

Q Q
QDO%
C. o

(o] [og C - C log (o] C
2288gCe ,[gqo)oog command ¢> whoan @@:Dgn De§20> root euy

L o

user account o303 jhon eanmepdgé create cod(o3pdepdgdoopdi  user

account o§cB:0p) command ¢o useradd [gdaopdi w§0B3:c30dea0o user account

[o]
LI
o
L

L
o%% 3056l changing

L

jhon sgogm password cosco00 sfaeﬂogc passwd j hon o

password for user jhon > eol'cegs [gooopdi Bsas] 88§0d0aEicdeorn password

o o _C [ C C o (o Qo C C
o) sdmogc,slo']eg password oopd 0DCY§3650IMD  VELIOY  QYUIM ILG@Q’]m BAD

o C C C (o C - C
password [gdeloppCs  sfgpepd  [gdeodcopd:  password - conformation  opé

0 Cc__C. N o} C _¢roc oc ¢ C c C 0
GJO’)Q&C»QQOD’J paSSWOFd O? G§’)CDU)¢D@@ SIJOOQODCo Sl@g @‘DCD&II 008991 user

acoount jhon saccd password oo successfully change [gdogose[opp: ewd(gepd

@g)oaéu

Red Hat Linux release 9 (Shrike)
Kernel Z.4.2B8-8 on an i686

smallideaice login: root

[root@smallideaice rootl# useradd jhon

[root@smallideaice rootl#t passwd jhon

Changing password for user jhon.

Hew password:

BAD PASSWORD: it is based on a dictionary word

Retype new password:

passwd: all authentication tokens updated successfully.
[rootPsmallideaice rootlft _

0$03conteaxn User account jhon o3 delete cwSepdxdcler command o

L

user del @o%oaéu 08(;@95: userdel jhon o 21(733 olon jhon 38(;03’3 user
L L Ll L

C C C C o C QO O cocC C

account go>agsepd @@oa@n ®egdm clear o oo&o Solon screen qc 3008000

o]

@&Dén G’amcf)ej eéoaé user account 9938 logout co C\%o']m Crl+d o%eoooo

L

N

exit 53§0586Clon logout [gdayazepd [¢6(: login screen of [g§copdeqpodd ognsepd

clo> command eo touch [goaopdi syntax oo

S,
3
Eo
2
%?
3
©on
QO
3o
ﬁo
réo



touch fil enane

(o] - C [¢] (8 CcC O ¢CcMr¢ C (9 C - (o]
test Bcoon file o0y oo@eaoomqm[%co[gqo)oa@n gcs file oy temp

directory egaocﬁobo% oo C\%C\)J(g

cp test /tnp

8o

ooé o> copy A s*aooem’;m @@@ temp directory e:raamoa

[gdo0p5n cp

C cC 0Q
GST)O’)@G&TDO’) ODC\EC\)J

on r

Is -al /tnp/test

o%gLSQ%cﬁor]m co eé [ggogoaén test file or% @%q(ﬁc{%of]m command oo~

L

rmtest

°

C - C cC O - o C C C o
@@@: file oo2: @odepdx0opy conformation o> ceiepd @ow@ y o

cOoC O C
(D&O(.\)O)Or](')’) OJ('DOD’)o e
L L

o

L

doopdn Is -al  command [g¢ [g§[o3p50len
(o

8@

C .89 C
OJ('DC)g’DoCD oD O q@@ @

Linux oaé Iogin oéoglcocc:aﬁ: '/' eal root directory o?)o%eepcﬁe§eoc8§e Si

=32 directory 0503 oao:aJéo']m DOS eocr}og cd (change directory) [Qo%oaén temp
directory o%ogwch cd /tnp ooqo%gﬁqe@u eeespmqe§eooo directory O%L

L

2]

¢ pwd (print working directory) =Becax command o3 §0585¢loo

L

-

[o]
d

cepadeseann directory o3 ewdgepd [gooopdi

o]

Q
QO
L

C
QO

e§omm®§r~ test e?eooo file mo%ee @$o%:[§: ch:: file oo test 1 02 §Deé
S0 B[ c&: file s»o: permission
2 xR G

[}

[?p&cx%o’]m v at%eoao command @

[}

@oé:eéa@o’]m chnod en%eooo command 0%: :ﬁzq@é @éooéu Gsfaoo%ogé

L

o C Ne O O [ C
$00p5e[oE:ds¢ permission e[go:addadad cwd[geoazdloopdi

Le



[root@Psmallideaice rootl# touch test

[root@Psmallideaice rootl# mv test testl

[root@Psmallideaice rootl#t 1s -al testil

“rW-r--r-- 1 root root B 3Sep 19 16:89 testl
[root@smallideaice rootl# chmod 744 testil

[root@smallideaice rootl#t ls -al testl
~PWXr—-r-- 1 root root 8 Sep 19 16:89
[rootPsmallideaice rootl# _

. - C C [ ocC C . - C
file qpssaos  list Qo@@so&o%;ﬂogc :00icepCcon binary file @@@:

d

sa[ggueepcc:?o ASCII file @o%:nén

System Administration
Linux o3¢ system o3 configuration file opsfgé cBS:qoa0pdn B

configuration file @J’J:C)Jé :D'J&% ASCII file qo:wo@o%oaésaogcﬁ qé: file ep:o% edit
C\35q$ editor e\p:@é configure @Sqwéu Edit C\ggeoao editor qo:ogoéﬁoaéga§og

C I C C (% ocC C ocC ° C O -
O@@O QLc?(D linux ODO)CGOTGO.’](D&)@C?BQ‘]?QJQ ®U)C§ OJG%OECS’BQ%@[C\)JO’)SJGCD’J editor

o> vi editor [gdoopdi e§dmd§ren meedit §& sofgo: third party  editor

gpecd§oopdn Vi pd ey editor gpisé wpayC 38somEigoopben  script
SepapE process ecpod sentence gps(gé edit cwd

L

ocC C C C - C -
§E20p9920905(¢S(Gs i 205 linux
¢ oCoyoopdi Vi @ command

IL

oedlaé edlaumeonn edlin Boopd line editor

C C C I (o] C = O C C = O . o C
WSopoopdeeapad linux §aoi€ vi §eepd 4G vi §esoog Linux §esepd
(9620051 Belogpé Linux spad[ganep: s2e$8¢ Vi 6 920380008895 392500001

- - (o] (o C (o] (o] C ° C -

vi editor 0 OoCe e?or]m command 9 QLIS B@@. Vi >
O COCo C - - (] (o C C [og C C (o] -
Lm§LoL[§g vi editor Q) 0CEPOIARE [ggo)oo@u s*aooooej temp 5600 file

C (o] . C C c O . QO CcocC C . H C C
002307 Vi @g create nge@a?of]m vi tenp o?qmatéoqo']e@u vi editor o3¢ oo¢

L

edit m6q$ P g&&ﬁeéa&ﬂm inseart o> screen & cEnHD0E
L L L L L L (o]
coloono C@c%oa S BesnH38 Bepad edit wb&EwnS Es]oc)oa Sil
2 Rl Qe PSP 20§Ceo® 2



v

vi editor ogcc: insert 90388 vi editor 093 command eo:cx%o']m Esc scgo%o%
(o]
o

[e]

cocrm, ,o¢ C o ¢ 0O 9 C@, 1
30586[3:  command  c0:§ECloopdn wAB[gesen Esc o3 §odG: ' sign o
%ogeo:qooéu :fécfoao command eo:%éeé @o%oa Si Vi editor s edit 038@:0218

c ¢ ocC ' F ocC C o [ C C .
save cvoq$ command o> Ecs &Lo@s :' osign &Loqo']e@u @,C\)Jc w B@:D@n write
[o] (Y C - - C cC QO C C C
S gaegﬁlwqoagn vi editor ¢ save C\Bo@, ogmc?o']m Wel @o@, gamoaej esplepl -l
. C N\ cC O C | C C
edit o000 adc 1 q @@oa@n

° L L

®$o%:ooozeoao temp file 085 line gascj[ecﬁoggﬁ[%: sfaooo%ewg[go'] command

GQJ’J';S’BO%& save @: vi editor o ogo%@éo’]n o(cée;?')(ﬁ vi tenp aSLGCD’) command
C - (9] c C cocC (8 (o] C H C N C o C O C
[4¢ temp file o3 §gg@@§c<ﬂw@n B:(ge edit oS [3p0§g/o [ C
o o OC C . C (8 - (9] (% cC O
cat command o> ax&coopon cat fil ename @@oa@n temp file o3 @ oe@e?o%o
C C c O Qo 0O 00 CcOoC
cat tenp [gooopdi cat  seelopliod BcSCloo cat  --help  o3§0585S:
,9 ¢ _000C ¢ mC__ C
FPCIONDYECOP @ow@n
<9$ogsooozeoao temp 83599’3: vi editor @5@$mé edit C\?E)@é 38Lor]m vi temp

02 601(73%5@: edit C\go%&néu q& file 9908&9 Ine ooo%;es*a'): copy C\egq%of]m copy
8(\%@03’3 line ogcc: coursor ooo:@: Esc o%%ﬁ@:cqé Yy o%%é@: copy o*e:slof]eéu
6§20> paste gBeon egepopC coursor oG PP 93860pdBlon  copy
cgg:@@@o’]c\%éeéu ooo%e@oéeo?o%& 9 e@o& copy go:cxoem 5p [qu%ooén e G@o&

(390> 3p (468 @5 B> dd BE6[: wedeepd (g6



?@

(7% %SOI]O’) coursor O’% S’BGOTGG’B’D(TS GOO:CDOS@’J

co -
co
=3

36200 ©Od0D epq%gamog command oo Esc
L L L 4 o 4
ocC C C N . o _C (8 C (] . - C
z%o[?]o I ¢ §pycoy odaxoy (/ice) qooqep @@:D@n vi editor @g
configuration file ep:o%L edit 038[_5]5: 999@9& ﬁ%@:wéec?’m% Gs'aoo%o']s'ao%cc::

C C C cocC (% 00 CcOoC - CcC O ¢ C
com@ogpe,oao@p_g%co']oa@n cd /etc nesdm%oﬁ etc directory esc;’)mo%oc@, GCs
- N\ O . c . c c c . .
directory o5§ passwd s2o: vi passwd command [¢¢ edit codfogpdclepdn vi editor
Beepadeommslopé jhon user account coxd 501 s¢ 502 odoopd user ID

[ 1 (¢} ] T 0

eﬂo:@o%@oaén qé: ID eﬂ’):@§spog<°: 0 mgr.(%:eﬂo: s@m:ogé:@: wg Bcc: write Q)f)@: quit

L
m@eé&%o’]m jhon :Dé root & authority 0o user account [_Zgo%oao:gocséeén

L

o

mews :x:9:13 news : retc/news:

uucp:x:18:14 :uucp:/var spool uucp:/sbinsnologin

operator:x:11:B8:operator: root: sbinsnologin

games::x:12:188:games:  /usr-games::sshinsnologin

gopher :x:13:38:gopher:/var-gopher: /shinsnologin

ftp:x:14:58:FTP User:~ var-ftp:/sbinsnologin

mobody :x:99:99:Nobody:~:/sbin-nologin

rpm:x:37:37:rvarslibsrpm:sbinsbash

vcsaix:69:69:virtual console memory owner:sdev:issbinsnologin

mscd :x:28:28 :NSCD Daemon:/:/sbinsnologin

sshd:x:74:74:Privilege-separated SSH: var-sempty~ssshd: sbinsnologin

rpc:ix:32:3Z2:Portmapper RPC user:-:-/sbinsnologin

rpcuser::x:29:29:RPC Service User:rvar~slibsnfs:- sbinsnologin

mf snobody :x:65534:65534 :Anonymous NFS User:svar-libsnfs:-sbinsnologin

mailnull:x:4?7:47: ! /var/spool/mgueue: sbinsnologin
iovarsspoolsmgueue i ssbinsnologin

pcap:x:?7:77:/varsarpwatch:/sbinsnologin

xfe:x:43:43:X Font Server:retcrsX11/fs:-/sbinsnologin

mtp:x:38:38: /etc/ntp: sbinsnologin

gdm:x:42:42: rvar/gdm:shinsnologin

desktop:x:88:88:desktop: var-libsmenuskde: sbhin-nologin

ideaice:x:5HA:581:Idealce: home-ideaice: binsbash

NP : : chome s jhon: #binsbash

Sfamogﬁ 8805 ¢ root authority qeo0o user account wu%§ogzeJG§wéo%

OS%C\%O’]O’) grep @C G320000I3200Ce @é%éwéu

cat passwd | grep 0:0 | we -|

’] C cC O C C C C C -
329 SNSQG?qBOD QEBQENS§GE§DCS GG?OODngGGOE}OODSOD D S200C3 pnnt

@Q%ooén

(B 8o

[root@Psmallideaice etcl# cat passwd | grep B:8
1
[root@smallideaice etcl#t _




°0ON

s'amcﬁej :33')@$ user account @8 33(\36(\36@§®é9909& root account s’ae;?@

[e]

°oON

authorized cv6qepeadiigpicaé su - [B: root user account sacs(g
POOOEE :D@u oaeoa') root password
L L

L

@o%oaéu saoocﬁej =1t

o °

sign eor]cDJc root account & shell 9905999$093 eog:é QLMD E][G§G:D’J user &

shell o3 =205:[gjo2> root @ authority o3quoepd [gdaogdi

The signal of Linux
Linux o3& 0S oon&gés reboot cxd[gsi Graphical mode §¢ 0o&[gés
(o]
(09)

G80

C
QO?OD

C C . C ocC C C
390000 signal gpslgec coesgoII
o
L

Ccn

CLI mode @c login oc@cc:: ®oa@o%o‘§

[0

& signal ¢pzo3 initaialization signal oponesl (e o3 signal gp:cd inittab sBeax

file @9 ooe:s\uoooo:oagn inittab file oo@ /etc es'a’)mogcaoo@n vi editor @g edit

03630 CG@Eﬂ GS?OOSLQS?O%E°E§8€CD (2] C[gé(ﬂﬁ) C”
L 82 L-° ooel Ef Ef

# Author: Miguel wan Smoorenburg, <miquels@drinkel.nl.mugnet.org>
# Modified for RHS Linux by Marc Ewing and Donnie Barnes
#

Default runlevel. The runlevels used by RHS are:
U - halt (Do NOT set initdefault to this)

- Single user mode

— Multiuser, without NFS (The same as 3, if you do not have networking)

Full multiuser mode

- unused

- X11

- reboot (Do NOT set dinitdefault to this)

o s WA
|

id:3:initdefault:

signal '0' 205 shutdown

signal '1' a>pS Singleuser mode

signal '2' a>pS NFS(Network File Systam) ocleoos Multiuser mode
signal '3' a>pS Full multiuser mode or CLI mode

signal '4' copd for reserve

signal '5' C)Oé graphical mode with NFS and Multiuser

signal '6' copd restart the system [g6aogSi

OmnE id:3:initdefault: oaé (3) @6oaégaooo°> Full multiuser mode
(o] o (o]

without GUI [gdoopsacycd command Line mode [¢¢ login oocdoonepd [gooogdi

mod) default value 3 e§epog€ 5 o[gde[pt:add: wq [9¢  overwrite

C

m@eéa@cﬂm GUI mode @5 login mo%cooeé @oooéu



C,‘O

- o C C C R C Q
File system gpseseporconidse ooooam@o Linux o3¢ fstab soco

command [¢¢ File system table o3[o3p98Soopdn Bspdioy PCI device gpzad list
C

O[pdcdclon  1spei command [gdaopdi module  ep:ad  list  cwd[mpdaopd

command ¢> 1lsmod [Qo):ngn modules. conf file oo@ hardware qozéi\ module

opeocfopntisé &30 drive cobean file [goaopd Gé: file 205 /ete esnddopé
Q)éll cat /etc/modules.conf 0% % é modules QJ’J‘:O’%@ Cﬁ%éw

L

=00

L
Boy 88005§ Harddisk ep:cl disk space o3 2B3c3ayé df command o ab:qe

L L

du command opS file system gpisac3od epepconpd vedmeP:d cwdglge:

[9620p5n du -hs /ete BayE etc directory €1 929059202203 60S[gadgepdi

L
DOS o3¢ partition 3c35¢ £disk command [g&ob:8Ea00pad Linux ogEcopds
fdisk command O%Lo"g:%&néu o%@oo% DOS & fdisk ooo%oo:[éo:eoao

s*ao::noaJogcJa'J DOS & fdisk a)é 16-bit FAT o%a)') manage Qg&%cc:@: Linux &

fdisk pd file system gpigoo3 manage cvdeo:§Coopdi £disk command

L

gao:e@oé:[gléeo-
L Ld

fdisk -1 /dev/hda

Q Q

cocC ocC chc C
OIQMN&KO S0lon ee@@me&n harddisk & information oo oo&Lce@@o)oaen
2,054 -1 edlayé harddisk o3 management cobepdor command coz(gS: [gdoopdi
N O CcOoC . C o coc¢C C Oo¢C C
-1 o0ld OO&O @ fdisk §g ooooamej help C\ggaoo']m m o? 058 0[03098 Coopdi
88@08085 o 0038%0(302]5 gée & hardware device ep:o% load 036%&
cocCc O (o] QO CO o c C
0QO&C ﬂ(\)o'] kernel o o?meamooooeo,eoao message gz Eﬁmg

[e]

QOO
L L
C [o [o Q
(DO’JSJ@C: @9 0

c 20 ¢ c 0C. _C @ coc ¢ Q
command (JQ’D dmesg [§®[§o more SSJ(D(JQCD’D O’)®C\BC°SJC°® Gdg‘,@C%CQ@II |30 C

kernel ocoodeoicadd message oo c.oogeﬁ
4 L

on
C
(En
)
on
0
[

[0}
S)
L

4

command line @0~

dmesg | more

88@0%035 99052@[@§G030 RAM ooocn eé%ﬂ free [Qo%e@ooéo% ogo%or]m

L

(o C
command ¢> free o [Q@a)gn



C,‘O

Searching in Linux
. c 00 Q - - (o] C oc ¢ C
Linux op¢ eegpaconn files gpe directory gp:ad 52000mm §P&CHT2RM
search command @J’):éjoaén oao%@leﬁgy) searching 490358 updatedb aSLG:D'J

command @5 database QJ’):O% §:og) update [ggog&?q% C\EE)(I)’):CD(%(S]CD@CII [cpoonco

S’BO’gégglJ«?GQQ QOD’J’JGé @J’JS?’)—

locate filename

find / filename

find command oaé eéoaé directory 05085 s’ang80389§oaé[§56®

Q - o ocC C C C o C . - (o] Q
gpopsaon file o> ep&coopy command @o)oo@u o%s'a[gc binary file gp:od gpovo

L 4

which filename

G:?GTJO% :)3(\%010’) whereis filename @(f:ﬁp%gooén
. - B - [¢] C C
whereis -b filename (blnary files opzc3a0o e@o@e@)
. - - o C (%
whereis -m filename (manual page files gpzoy000 em@eg)

whereis -s filename (sources files eﬂosooeoooe@%@eé)

00 C [ user C C C cC oc¢C cC o Q0 O <, Q C

00 3NC OPIGIOCEEPMWOMCDVM  WHAOIMRR W DUIO)

C 00C C o C . C C QQ00C C

who command @coo&Lce@n o] sfa[gc finger command @gm@, QDHECOII

° 4

Q C £ - C (o] C [o] C o] C C . o
ayea0> finger service copd user plan (730’] cw5[gec§aogc 929,205 GE: service o3
off ooo:ea;éjoaéu

hostname ecoeeoo') command oaé name to IP, IP to Name e@oé:o\)eosewo

52020683 [4do0pdI uname command o5 hardware & software information ¢pzo?

print C\E(C)@CD Si



9J

Process Management
Windows OS ecl'§ task manager o33 8800503¢ process opdg run
1 o

G§oaé093 a%%%cc:oaé command ¢> ps @5@:
Ps —-ax | more

Bl e82005019203¢E: eog [gE&EenS (9205

L L7° 76 e 2

[root@ideaicebig root]# ps -ax | more

PID TTY STAT TIME COMMAND

17 5 0:04 init

27 SW 0:00 [keventd]

37 SW 0:00 [kapmd]

47 SWN 0:00 [ksoftirqd_CPUO]

97 SW 0:00 [bdflush]

57 SwW 0:00 [kswapd]

6 7 SW 0:00 [kscand/DMA]

77 SW 0:00 [kscand/Normal]

87 SW 0:00 [kscand/HighMem]

10 7 SW 0:00 [kupdated]

11 7 SW 0:00 [mdrecoveryd]

19 7 SW 0:00 [kjournald]

777 SW 0:00 [khubd]
1168 7 SW 0:00 [kjournald]
1468 ? 5 0:00 syslogd -m O
1472 ? 5 0:00 klogd -x
1491 7 s 0:00 [portmap]
1510 7 s 0:00 [rpc.statd]
1577 ? 5 0:00 fusr/sbin/apmd -p 10 -w 5 -W -P /etc/sysconfig/apm-scripts/apmscript
1614 7 s 0:00 fusr/sbin/sshd
1628 ? ] 0:00 xinetd -stayalive -reuse -pidfile /var/run/xinetd.pid
1647 7 s 0:00 [sendmail]
1656 7 s 0:00 [sendmail]
1666 ? 5 0:00 gpm -t imps2 -m /dev/mouse
1675 ? 5 0:00 crond

process ogcC: [---1 cleown process gp:aopd kernel @1 process op:(go(G: [---1
eof]coJé user process @o%oaéu eeﬂogé o’]%leoao om%:@pzwé process ID ¢p:
[40[3[8: GE: ID gpz[gCaxn process management o3 [gowSeaopdi process o3 stop

Q)LC)@CC):S?’JS Linux op&: process o3 kill ooéoo GQTOOéII command oo-
L o L L d

kill -9 1576

s20005¢] command o3¢ 1576 s3aopden process ID [g6[d: -9 sdaopden kill
Oepapt strongest %:(gosd: signal [gdoopd

Windows 1 task manager o)a3 process gp:sé CPU, RAM oopbcdel status

BEEEQS command o> top [§OPdI 6505Cl%03: 603 [gESEclaopdi  top

FEBC

process manager o0& gead[geoon command gz Bclclon h o3 §o585(Ge
(o] L L L L Ll d

clooghi process o3 kill cBao€ PID aBeoon process ID §clodsacdos kill
C

~2n0

L

rEa &30
Cn

C
C
ocC C Q o0oC C C
SCOOI QML q OO&O@S (I)O’)GIQEII
L o L L1 e}



VA

AUUD L up >0 min, 4 uUsSers, d0du dverdge: uv.us, uU.1%, U.L4n
62 processes: 59 sleeping, 3 running, 0 zombie, 0 stopped
CPU states: 1.5% user 0.1% system 0.0% nice 0.0% jowait 98.2% idle

Men: 190628k av, 157244k used, 33384k free, 0k shrd, 20080k buff
125504k actv, 11992k in_d, 1464k in_c
Swap: 393584k av, 0k used, 393584k free 79176k cached

STAT %CPU %MEM  TIME CPU COMMAND

11448 11IM 9376 5

3324 root 15 0 0.3 6.0 0:08 0 kdeinit
3431 root 15 0 13548 13M 11028 R 0.3 7.1 0:10 0 kdeinit
5063 root 15 0 1068 1068 856 R 0.3 0.5 0:00 0 top
19 root 15 0 0 0 0 sSW 0.1 0.0 0:00 0 kjournald
3094 root 15 0 26956 9.9M 1964 5 0.1 5.3 0:25 0 X
3380 root 15 0 13512 13M 8716 R 0.1 7.0 0:04 0O rhn-applet-gui
1 root 15 0 472 472 420 35 0.0 0.2 0:04 0 init
2 root 15 o] 0 o] 0 SW 0.0 0.0 0:00 0 kewventd
3 root 15 0 0 0 0 SW 0.0 0.0 0:00 0 kapmd
4 root 34 19 0 0 0 SWN 0.0 0.0 0:00 0 ksoftirgd CPUD
9 root 25 0 0 0 0 SW 0.0 0.0 0:00 0 bdflush
5 root 15 o] 0 o] 0 SW 0.0 0.0 0:00 0 kswapd
6 root 15 0 0 0 0 SW 0.0 0.0 0:00 0 kscand/DMA
7 root 15 0 0 0 0 SW 0.0 0.0 0:00 0 kscand/Normal
8 root 15 0 0 0 0 SW 0.0 0.0 0:00 0 kscand/HighMem
10 root 15 0 0 0 0 sSw 0.0 0.0 0:00 0 kupdated
11 root 25 0 0 0 0 SW 0.0 0.0 0:00 0O mdrecoveryd
77 root 25 0 0 0 0 sSw 0.0 0.0 0:00 0 khubd
0 0 0 0 0.0 0.0 0:00 0

1168 root 17 SW kjournald

1
bl
1
bl
1

Package Management or Software Installation on Linux

Windows platform o3¢ install co5(g&so3 Linux o3¢ package vresloogbi Linux
& §eoon package type (p)§jzen 92005012203E: [gdoopdi

e RPM (RedHat Package Management)
# rpm

e Debian
# dpkg

e TAR (Tape Archive Format)
# abc.tar.gz (or) abc. tgz

cC @9

RPM &c Debian oooa@ Linux s20305 CD:OD% specific @o%oaé] TAR oaé Unix

C . cocC o
&C s'a@'): linux ep:ogc operate coo&c® 51 RPM type package o> control cooeoao

10

C

command ¢> rpm [g620p5n Debian o3 dpkg [§¢ manage codoopdi TAR type 20p5
tape device 085 ogéssoé:%cc:q$sa08 [glcng)oooze:noe@'aé command & Gspogogcc:
device o3 file m[gd ey file format [g¢ Bézcopdiepd [4o[G: tape solgdeozdanc
tape 05038 record ng)(\% spaéu

multipile files gp:szos TAR @5 package cxgcc)spogé files sraep:@:sgo: file
»dampd: Mg 0eoliicdcdgion (4G compress ecvdeon Beopé TAR file

o

Qeaxo  zip utility [96o0pd gzip [9¢  compress

(%

C C M - C
200>6[op¢  filename.tar file o0pd
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filename.tar.gz oDowod filename.tgz file format @o%:b’):@: file size
13 L o
QOO0 [Qo%w Sil
poseods 02600 ey
(o (o C C [oXe]
tar format COD60MDQPEP0RC Source code ep:or]mooooo@: 000Meol MmE
Eﬁ%@ compile C\Ecc)sloaén o%?ooo execute C\ngf:wé binary file ogo%moeé
)

Es] oaéu source code o’]mooaé 362053 binary C\)é: ork\)')ooocaooén source code
L
C

ooéeosq@&e}o ®m09383088 operate 038‘%&1%33080% @ogoaéu o%e@oé tar format
c c . c . - C C C
op¢ source code oop5 primary (483 binary file o5 secondry [g&aopSu

RPM oaé binary file or]co')@::n’): @6030}&% 039960700 compile C\Eg%ésﬁ
C C 0 c C . c . ¢
source code copo: or]cuo:n@u D625 RPM op¢ binary file copy primary @@@.
source code opS secondary (g5
(% C [ (o C C o

RPM 20p> command moe@oczm@:@g package eor]c:eﬂosogoo? management
w68Epm[gE WEB eolocopd: install cob68Eopdi tar s¢ rpm odel command
L L s 1 L L Nk fo

C o O C C & "] C
QPEmR$O 923,00 6IDMRC ec.oo[goo'):o I

. ° C C C O

files gpzoao: QJ[@‘: eo’]c:o)g: (package) Qeoqgo']m—

tar -cvzf filename /directory

= Create
v = verbose
z = gzip (zip cvSepdon e[Pofgés [gdoopd)
£ = file format ¢ output coodepd

s200050] command o3¢ tar oopd tar [¢¢ package cwGepd command [¢6(G:

-cvzf oopd option [96oopdi /directory oopd package cwocBeaxn file &

mé@§q9@603éll

C - ¢ C C cC O
Package cooconzeooo file so: @ﬂggo?ooeg oy,

C c O

c -
leples) install Q0eR S00lm-

tar -xvzf filename.tar.gz

x = extract
v = verbose
z = unzip

£ = file format
C C £ C C C
s00050] command o¢ filename oop> tar format [4¢ compress cobconte00o
file @o%oaéu

- C C (o] o C C
Uninstall cooepd a?o']m §:qcie20> command ¢> rm @@@o syntax ¢o-
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rm -Rf filename
R = remove
£ = do not confirm for remove

M08 gzip o 903:[g[3: compress / decompress co6c3ayE gzip §¢ GE:
switch option gpzen-
gzip -f  force overwrite output file and compress link
-1 (one)compress faster
-9  compress better
-t  test compress
-d  decompress

-1 list

rpm  §¢ ood>od§: install / Uninstall cobeoon  command  gpien

C r] Q¢ C (S
S82000D0 S’BO?CZ @00\)@"

rpm -ivh filename install package

rpm -Uvh filename uninstall package

rpm -ivh --replacepkgs replace package alerady installed
0050303¢ install codoonzeann package g3 BSayiE-

rpm -gqa | more

rpm -qa | grep packagename

rpm -gpi filename (gpi = query package information)

rpm -gqpl filename (gpl = query package list)

cC O

install cod[Geoon: packages gp:ad uninstall c6c3aviE-
L L L

L
rpm -e filename (e = erase)
- o C C C C [ogge]
Files gp:op compress c0epoRC  6§200000 command ooogQge>  zcat
L L (o] d

command @603 Sil
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CD Rom mount C\?‘C’EQ&

Linux 0’38 CD Rom 08 cd drive 05:33 é @o’]m mount cuoeooqoagn

oaeoo') cd s'ao,coooace@ [ggo)oa@n cd m mount eﬁ oo-

mount /mnt/cdrom

cd /mnt/cdrom @ocmaéu o:céeﬁso(ﬁ 1ls command @8 cd rom g0 list

mg@éggwéu cd s22¢ unmount C\)&\%cﬂm /dev directory 050% [§$ogoz[§:

cocCcocC C

Q -
unmount cdrom Sp qm&Lo&Lcoaen s'aqqc ao,eo /cdrom g;ogm@: eject O

86 C\%mo']oo cd tray ogmcooe@ @8&)8"

L

o]

;@o

Proxy/Cache Server on Linux

Linux eoTogE server epss’aa%o% services eo:wé s@e@o&eﬂoswos

eeq;cuoeé Linux 085 ggoogéooo%eoéoo’):eoao NIC ep:or% IP configuration

[e]

o

Qgﬁeo:oaésge@o&o% a%ﬂoo'):qeoeén IP configuration 093 DOS 3 ipconfig

L
C cC _Oo¢C N _O H C Q C C C
command [4¢ [3p39SC200pa3 Linux ¢ qeao command ¢> DOS ¢ socopoop

ifconfig (interface configuration) [gcodezonE8E0a5I & command € syntax

° L L

o> ifconfig @ogeof)cup_g: gamogé 880050¢ NIC o305 3[G: onodanconzolon
4 o L L
NIC meé@ém 58 @éﬁ%&bén poed- ifconfig ethO [;go%oaéu
. . C (% C C (9] - - (o]
ifconfig @c @p_geoaogaeﬂogc @ceogoqeooo NIC o*@cﬁ conflguratlon QP2

ogésogﬁsooozéioaé 88@939’3 /etc/sysconfig/network/scripts/ csaoo R q@oa@n file

L

names ¢pi:oo ifcfg-eth0, ifcfg-ethl gao:qoo@@é 38005 og qeoao NIC

C Q C C
53’38618? O’JS?QB ﬂ@&@@@gll

total 184

drwxr-xr-x 2 root root 4096 Sep 20 13:39 .

drwxr-xr-x 8 root root 4096 Sep 18 09:02 ..

-I'W-I--T-- 3 root root 161 Sep 20 13:30 phi(siy

1rwxrwxrwy 1 root root 22 Sep 18 05:20 ifcfg-lo -» ../networking/ifcfg-lo
lrwsrwxzwx 1 root root 20 Sep 18 05:20 ifdown -> ../../../sbin/ifdown
-Twxr-¥xr-x 1 root root 1026 Jan 24 2001 ifdown-aliases

-TWXT-XT-X 1 root root 372 Feb 25 2003 ifdown-cipch

-IWXT-XT-X 1 root root 820 Mar 12 2002 ifdown-ippp

-IWXT-XT-X 1 root root 4076 Nov 12 2002 ifdown-ipvé

1rwxrwsrwy 1 root root 11 Sep 18 05:20 ifdown-isdn -> ifdown-ippp
-TWXT-XT-X 1 root root 1132 Jun 26 2002 ifdown-post

-TWXT-XT-X 1 root root 1056 Jun 26 2002 ifdown-ppp

-TWXT-XT-X 1 root root 1568 Nov 12 2002 ifdown-sit
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s'amcﬁej qgs files eJ'):eéio']oo Ethernet 093 88093&50%8 @$o%:eo:qeoc8§eén

Defopé G file gpel default 085 88c3mad[geoos NIC @ IP address s¢

[ °

,_
[

o O - - C C C (8 C - (8 cC O C
Netmask o) Vi editor @g Bcaoceo:q@oe@n Gee files oo @@ega?cqc
C ocC cocC C
GS’B’)(T)(.;]%O?CS GO&@C%C@@II
[root@ideaicebig network-scripts]# cat ifcfg-ethO
DEVICE=ethO
BEOOTPROTO=none
EROADCAST=192.168.1.255
[PADDR=1592.168.1.100
NETMASK=255.255.255.0
NETWORKE=192.168.1.0
ONBOOT=yes
USERCTL=no
PEERDNS=no
TYPE=Ethernet
[root@ideaicebig network-scripts]# |j
IPADDR 3¢ 8800561 IP address o §0593¢:qopdI NETMASK, NETWORK, s¢

BROADCAST e§qaep:ogc°: C\)é: oao%zfeésp Address qo:%o%ogé:qcﬂeéu o‘cée@oé IP
address o3 configure ecodqeanayé ifcfg-eth0 o edit coSqepdi

Linux eoTogé IP addressing 8’28@’)88 ew%@@:&)ée§oo% Linux 088
co:§Eaopy DNS, DHCP, Proxy/Cache, E-Mail, IRC, Remote server sso§eoo> Network
services epssae@oé:o% &%sﬁooo:qeéu e@%@s}ewo service ep:o% Linux eoTogé
services ooessS 3§snzopdooniapdi GE: service gpisao: run codd service program
093 Daemon o?esrr:néu o%e@oé WEB service oaé http @o%cqé service cozeoon
program ¢o httpd [gooopdi £tp service sa3cd £tpd, Mail service $30305 popd
§<§ IRC service s’aogo% ired owé@é @Eeogo%éoaéu

opdo0p) service c3esd manage cwbeaxs command ¢ service [g6aopdi

oo~ network module o3 manage codcdaE-
service network start (network module sz oooéq;%)
service network stop (network module sz 8ogoogq$)

service network restart (network module (7% restart ng)&ﬁ)



Go
service eo:@é:@é oogoacﬁ@: service s'acféog s’aol?s[g[ej service cozeoon port

ep:o% ogecje;?qeén poen telnet ooé port 33 §<§ ssh oaé port 22 Ex]ogoaén ssh

L

egoaéeo secure shell @o%oaéu ssh 3;0808 command ©> sshd [gc}ogoaén sshd ooé

linux server gp:oecgod eomligéears remote server software [gooopdn ssh o3

L
sooo [Qe SB0l 6570501920368 523068 HSez0rE QoS

(O 2 T QR e

oooee:go sshd service o? o)ooéqor]eén

service sshd start

o%c;;?oo% 88@(73085 sshd service gaaggoomog 035/9036 OSC\%C\)J& netstat
C CcC Ooc¢C C

command @g @@Eﬁcwgn
netstat | grep 22 (service port of ssh)

Begr0> 880as¢ Network group cpeomn mfgrsocdondadicyé putty software [gé

L

Linux sshd on coniea 00503 remote administration co68Ea0p5n putty @ user

interface o3 GS@DO%O’JEG@%@OO’J:O’]OJ@CM
L (o)

ci% PUTTY Configuration |
Categary:
B- S_ession | B asic options for your PuT TY session |
. L.Dgglng — Specify your connection by host name or P address
[=1- Terminal
Host Mame [or IP address) Fort
- Kayboard
- Eel {192 166.0.100 Jz=
- Featuras Pratacal:
= Window " Raw (" Telnet € FRlogn & 55H
- Appearance )
- Behaviour r~ Load, save or delete a stored session
.. Translation Saved Sessions
- Selection
Colours

- Default Settings Load |
[=1- Connection Big |dealce =
- Praomy Save |

- Telnet

- Rlogin &l
£ 5SH
----- Auth
UL Close window on exit
----- Bugs " Always O Mever & Only on clean exit

About | DOpen I Cancel |

Host Name (or IP address) esqpog€ sshd service on cosseadn Linux oodel

address cr%%cﬁogé:qcﬂeén Port 088 22 @5@: Protocol ogcc: SSH @ogof]eén Open (7%

click sosslogE warning message eonoeé@é@: yes o3 click co¢ ssh on

C ocC C C C
conse20n Linux 0od@l login screen o3 Ceo . Co [gqo)oa@n
¢ H C C 00 C C
ooy ssh on  coxean I|nux 0ORC 60 System seRC  user opog

oéeep(ﬁdé:gesr-e@o& OSC\%C\)J(% w e command o%%&@ @@cﬂm putty

L

software 05:@: remote admin Q)f)e;?eoao 0> [g&com gce E«} o
L L L O°L



g€

WEB Service on Linux

. c ° . C (o] C C

Linux ¢ s*ao%@leoao WEB service S{eoviey) software QGO F$M

apache WEB server :>a@C Enterprise level 203 C\xf)meepee (e} 3305:@{85@03’3
o IL 0°0 L L

clo3p¢ apache 1 nature s¢ configuration o3 cw3(geontcloopd

Apache WEB server
Apache oopS open source server mos[g6(G: server @ factory default setting

@§o€: oa;%:eo’]&qp:goeoao WEB site ep:cr% service eo:géoaén saoooge@')é:ageoag

on

apache o0p> multi sit connection [g6[G: S05(30> configure cwb§Eeare(opé

00500Rs srae@é WEB server o&s

L

°ON

[g9o0pSn apache & configuration s

woe$wm6m5%5ewo configuration setting ep:o%L s'aaocfc\%

L L

C C C
GS’B’)O’)OQC [S1Up](¢leoop)

3

Or]ODéll

Linux op¢ WEB service o3 httpd(http deamon) [g& o3cSes[gjoopdn Befogpé
httpd service o3 service httpd start s3coo> command [¢¢ http service On
qo’]@én o&;@o% apache WEB server & configuration 093 /etc/httpd/conf
e:ra')mooc qe:n’) httpd. conf file o> vi editor @5 edit m@qor]eén vi @8 editor

I-Q/‘O ’_

wbeommal 65905093 Es @5@ eé @@o’] section (1) & server root
L L

configure 088 ServerRoot "/etc/httpd" @@e@oc: :D@ saeq:@:wen apache
& configuration o3¢ # sign clayé command ©x050 description(remark) (¢SS

eof]coJcc: command @o%ooéu

ServerAdmin o3¢ 88¢1 e-Mail address o3 §odapcs§Eaopd Listing o3¢ 80 o3

[Yep) 0@5% copd @6@ qé:eo 38 http service soicoon port @o%oa@u s'amoosj oo port

4

o3 88805[3 05 port [gEcomscdon [gE§Eanpd ServerName op¢ new.host.name:80 o3

L

63 [gE8Ceps [go[G: B line Aiesmmadopc ServerName 88 IP address s¢ service

coepd port o% eqeﬁe:é # sign ool éjmogc:q@@n

o, k]

#ServerName new.host.name:s80
erverName 192.168.0.100:80.
-

Sfamoo§ DNS service qe§scﬂm qc,e§sp o0& 880% 00 §oeé o%eo?o% site
name o3 §o5a3:8Ea05n 8861 Web Server (3S:oon: netstat —an | grep 80 [g¢

L

@ Solon Port 80 99&)6(\)6@@6]03 Server Run e§[§@§>o&én

° L L



30

o%e@oo% es’aocﬁo% DOV @écﬂm DocumentRoot 093 eog°%5@é @&Déu
Document root st%a)p_gcfo WEB site gpiconicoxn  directory @8&)éll Default
DocumentRoot ¢> /var/www/html @5@: WEB site ep:o% qé: directory esaoogofé

() C C C C . ocC
oooceo,qe@ @DOD@II &)O’)C\D(T)[(:g]o Dlrectory G’BCL)Co

I;8O

G&T)(YSC\)JS Directory &
- o C Q C C o c 00 C C
configure o3 DocumentRoot &G cpdcsaaC0qEpI og@@og coomop WEB

[

server cobopdey qpdgudaclagé /var o3 partition c>cSo0o>3(gxs(G: disk space

eﬂozeﬁozooo:eozqeéu 0808:?90% DirectoryIndex :m? & WEB site & oooee :30: home

l-80

page @ name sG opdesep

csE[gEgo configura cxd(Gs (goaopdu

osmscaxn configuration [B:cloo httpd services o3 restart mﬁeozqo']eéu

Jd L

ew’g[goo%oof::eé agcoJc WEB server o&s
o] L L

LI

Q - - C C C C o C (o
250000 configuration cooconicaxs effect wpd cwodegpade qeg[?g a)gn ®mooc

C

WEB server oompd 6$200503 [03p9030lon sn(gazecse web browser o3¢ proxy setting

oot WEB server @1 IP §¢ port o3 setting gjeos(@: URL address ecsepg WEB server

p
op:clon apache @ Welcome screen o3 [§Secy

°

address ¢ port o3§oday

i
C C
@(DODEII
c

WEB service s 009 ®még§wé§<§ S’BC\%G’BGC\)J’JOO start Q)oeﬁs’a

ocC C
$6epd

80

setting sJooozeozgéooén command o»-
L 4
ntsysv

C

WEB server run @:ooo:@@ago:eoa%

[46[G: e92205619203¢: [gEe03,q005 [gda0pdn GEsopé hitpd o3 check cwd[Gs OK
S opdI

oCN '_

o) o3 86Slon 0S boot cuoooé§

L
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3.8 - (C) 2000-2001 Red Hat, Inc.

| Services |

What services should be automatically started?

echo
echo-udp
finger
firstboot
Epm
httpd
imap

Setting up Gateway on Linux
Linux OS o3¢ Gateway setting o3 GUI mode o [grodagcaguboneandaopds

CLI mode o3¢ setting [gopdfgésaopd 8880538 Bogjear  setting 062
C

3o

[g9edTeonpdn Gateway setting ofgjowdepd route -n Beooo command [¢¢ route
wbeseo0n efgeesad [3p0qepdadclor Gateway setting ecobqeonioo[gé Kernel

(o] cocC C C C
IP routing table m ngomor]sgo? : 60p |gc&Cop @@a)gu

[rootBideaicebig root]# route -n
Kernel IP routing table

Destination GCateway Genmask Flags Metric Ref Use Iface
152.168.0.0 0.0.0.0 255.255.255.0 U 0 0 0 etho
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 etho
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo

[rootBideaicebig root]# I

Gateway o3 setting [goodcSolon  /ete/sysconfig/ 6sm050pEgeom
network e?oo@ file ogc Edit 038% ooén

vi /etc/sysconfig/network
saooo%or]gao%é: command oo qoo 8@ gateway IP o3 eoﬂogogcsqor]eéu

C C C
0OQCigPOC syntax ¢o-

£D0

GATEWAY=192.168.0.254

C 00

®oaé[§<; oo Gateway IP (ﬁsﬁ(ﬁogézqeéu
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JETWORKING=yes
HOSTNAME=ideaicebig.dagon.com
CATEWAY=192.168.0.1

Gateway 08 ODO%QOSGO:@SG§’DO% hosts file (703 setting geoiqe @&Déu hosts file

mq’)eﬁeo qc*’ file :D@ netc directory e:raoo%og 093 SJ ?o’]oa

&
e

vi /etc/hosts

(o

Bxslesnddllsnnddé: [géem,qepd [gooopdn 127.0.0.1 oopd local loop back
C C O C Q0 C
(96200503 somEsgraBaonzqepdi

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 ideaicebig.dagon.com ideaicebig localhost.localdomain  localhost

o‘céeﬁsoo% §§§[§:wo: default setting 0% eseoo%or]gao%é: 38& IP address eorr%mé@:
C ’] C
[cho ool
# Do not remove the following line, or wvarious programs
# that require network functionality will fail.

127.0.0.1 localhost.localdomain localhost
192.168.0.100 ideaicebig.dagon.com ideaicebig

333 hosts file o3 edit SB:ar€ nameserver o3 setting [gleoSqclepSi name
L L

server setting [;]l 00en /etc/resolv.conf file m edit C\)oeo,qor]e@n

LJ

o C
nameserver ogc 38005c1 DNS op) oogogc,qor]egn poed- bagan o

connection quaconzoopdsdclen namerserver o3¢
IL L [e]
nameserver 203.81.71.69
Q cC Q0 C C :
Spls[ea) ogc qe@ @@Q}@u ooe§'3m nslookup command @g o6 somep WEB site

[

ooo%eeeLGa @@e@ eoo']oo IP address e@o@eé @o%oaén

poed- nslookup www.bagan.net.mm

2oo0lzec3E:  Gateway setting  [geodga hosts file o edit «wdgts

N oON

resolve.conf file [§& DNS aocdecdensgéep: [Gedlon 880050005 Internet o §odeoad

535[g8EQ[gdopdn Internet a3§0d005(G:clon 8803 LAN sac3és proxy servise
C

(o C o - coc¢C C C C
coR0RY Proxy server cos [govdons Internet o3 sharing [gaod&cepdlgdaopdi proxy
ocC C
§Ea0adI

server o3¢ Linux &1 squid II 2005 powerful [gdeox proxy service eos
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Squid II

squid oop> GE:c proxy setting o3 edit codepg CLI mode [4& [gopSeoopdi

Belopé squid & setting B[g[gces file oo Jetc/squid sacpé:q squid.conf file
@8&)éll qé: squid. conf file or% vi editor @5 @éc@(ﬁeé ac%or]m me@oé:eq

2JJ9 o3& §eaxn squid & configuration file orcé eo&@gqeé [ggogoaéu squid &

L 1
- - (9] C ocC c O ¢ C (8
conflguratlon CTB esfa')mof]s'aoeco gaeogQBm[g[QEoogooqeeu

ocoedig> Network Option o3¢ proxy service eosepy port o  edit

cuoeo q@@n configuration file & default o> 3128 @ ovley 533 60D @éqeén port

L Oe

3128 oa@ waCm gao?:@leoao proxy port @@oa@u o%eoag oaeieeogogcc:
international %o%:@le§ew0 proxy port ¢> 80 @qcmaéu

Befopé # http port 3128 ageoaoe ¢ # sign 08 oon[G: port 08 on

> 3 _P PP d
qof]eén port number e@o C\%C\JJC 3128 ec?epg 38coms C\JGOO’J port number (7%
(sﬁo%og&qor]eéu poe> 80 ooo:@éef)zo']m command line status o> ngomo']sfao%
C QcC C

@@eﬁsor]m@e@n

http port 80

port number o3 [GEB:ayE cache peer o3 setting cvdqolepdi cache peer
(9] C

C 00 o (o C C C
Boopden 88mmade proxy server o elgogé: [gdoopdn seanaSe) bagan net o

L d d

(P

connection o3 qupconopdaddlon cache peer o3¢ bagan ¢ proxy server address o

L



99

§ooagSsqepd [gooopdn cache peer setting € default o> none [gdoopbi Belogné

(o] C C oC o _C Cc C o _C C C - C
none o> @Jm@, cEnO0lg3Es OOCIQEI §OIRCOR line number Seley) 309

L L (¢]
C CcC O C C "]C C ocC C
[;&]DOD@O? &’JO’JO’J c32DME3 (;O’gC GOgo&LCQgII

cache peer 192.168.1.254 parent 8080 0 default no-query
200050l command line o gS:qepd By cache_peer b cache_peer

command [gdoopdn 192.168.1.254 Boopden parient proxy < IP address

@8&)éll parient aSLoaéch) parient @5@@98: 8@5@9@5: @o%ooéu 8080 oo

parient proxy & service coscpco0n port Q&Déu e§9(73006 0 o> neighbours

4
QP:s22: query eo:[gcc::egolo? gagcé)]ogqoaén default et%oaécf') connection 3;’):0.}:
° C C C C (o] (8 C
default  2d:opo0 e@o@c: @@oa@u no-query SO0PE> qUEry o0oE O

o C C C - c 0o C [
s*aeg']ooqoogn sramooej parient proxy 0QC ©eWP> user account o039 eloTBOO'J:@:

login cvbe access cosoopy parient proxy [¢desclo> no-query egoobcpé login

208
name @é password O%L %o%og&eo:qeoeéu

Proxy server 2005 High Volume Traffic o access coqeomne(o3né IO system
comliqepd [go0pdi Befopé server srobigeas cache memory oedaepiqé
Sxopdn Squid cpaopd: cache memory o3 setting coGeozqaopdi Option Which

C C

Effect the Cache Size 3eo00 e3lCiodes00503¢ line number 468 § default setting

o ocC C C (o o C o C C
8 MB o7 e &Lce»@@@oogn # sign o> qm@: cache memory o) on o']e@u @:Q}Jc
88comc3ecom cache size o3 oogoocc::qo']egu

L L L (]

ogeéroog line number 501 &imaximum_object_size 4096 KB O% # sign

2
¢jo>(3: default setting £203E: on cozqclopdn Begodd Logfile Pathnames and Cache
Directory eslé:0p es2005§ cache directory o3 setting cobeozqepdi Default setting
Es]g)oaé line number 666 ogf:e‘ieoa’) cache _dir ufs /var/spool/squid 100
16 256 sBcooo command line o3 # sign wjodq) on cozqepdi ewd[gdl command &
9’38((5]05038 100 ooé directory & size (7% G@O@(C::@ogooéu 16 e‘cf)ooé?’) q&
directory ogcc: directory o6 ?é’leéo? e@o@&@«%mén 256 ooé sub directory Jg@
?@93%9@003 e@o@&:@éwén

o%e@oog line number 673 ecj cache access_log | line number 681 ecj
cache log §<§ line number 691 ecj cache store log or%o% 9203303 0N eo:q@éu

C C 00 C C - [*] C
Gcs log gpsoopd ©o server seos access coooopy connection gp:od log secssc
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oSé:eoé:ew%@q% @6@: server run e;?@(j%oggmé: monitor cxg&%cc:eé @o%a)én

o%e@og line number 733 ogcgecjeoa') emulate httpd log off s0cooo command

o
7
line o3 # sing @odG: on cogec default setting [g60p) off o3 on
oelgpéiadeos(d: command o3 on golegdi
0050005 line number 1678 o3¢ acl setting o3 ecp [gE8EenS [gooopdn acl

egoaéeo access control list @6@: standart @Q%Gooo denine c\gﬁeozgﬁooé tool

L Jd
@&Déu qé:éﬁ command ¢ acl [Qo%oaéu command line 3988'1059992
Q0 C(I)'3° CC\%G’B(SO.‘]OD Cll

§ ° @ °Gl§ L @

acl all src 0.0.0.0/0.0.0.0

acl st%wécfo acl command E«}ogoaén all sSLoaécho aclname @o%:nén src

oaé source @6@: 0 epzoaé IP address @ocmoéu s00050] command line 24

eéooé source address 9@3&% cooeqoo% access c6&&a[oEs e@oooo:@cc:: @o%ooén

L L

Line number 1739 o3¢ And Finally deny all other access to this proxy esep§
C
C

local host o c\Sej oq%ooosrao:d’a:o% deny mgooo:ooéo% 6900001303 [aCeon §
d 0] L L L L L

o538

# And finally deny all other access to this proxy

http_access allow localhost
http_access deny all

(o] C ocC Q C C . o C o C
Deloge¢ default s203¢: ooo,sﬂor]m epoy connection o3g| L5606

C C C C C QO _C C o
Eleplesl=lell saoowsj allow all command PV SOIAVMED eceor]mcugo

connection gaozd'g:o% cuogée;?eocgéeén o%e@oé Gmcﬁcﬂs’ao%& command 0%

[al")]

Q9 Cc S .. C
SJO’)OgCoGOoGlegII

# And finally deny all other access to this proxy
http_access allow localhost

http_access allow alll

http_access deny all

ogog[glmégzcﬂm line number 2457 s& 2466 09)0)881@03'3 never direct
L Lo L d e [CaNe) d —

allow all command line ep:o% cqo # sign ep:@Jo%@: on eo:slor]eén
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acl local-servers dstdomain .foo.net
acl all src 0.0.0.0/0.0.0.0
never_direct deny local-servers

or if squid is inside a firewall and there is local intranet
servers inside the firewall then use something like:

acl local-intranet dstdomain .foo.net

acl local-external dstdomain external.foo.net
always_direct deny local-external
always_direct allow local-intranet

H o B OB H OB OB OH OH OB B R R O

C - . Q C C (o -
s200050]  configuration step gpza3od[gwd@Beclon anes proxy service

ocC Q [oge] C (o (o] C - .

c0&CED gae[égaez?aaeq)msﬂogo.@ @@oa@n oge@og vi editor ¢ wgq command
C - C c O ¢C C C . C C .

Egg write C\BO@S ogoocoooo’]e@n [§:C\DJC squid proxy run $92030> squid -z

L

command @8 cache file ooéeeooo%eosqcﬂeéu

cache file oopSeaonod(Gedlon squid proxy run g% =es0ca0¢[gd [gdclaogdi
service squid start et%e&)’) command @8 squid server 093 oooggLé@

Eg&)%aéu oosesaa?ﬁogé netstat command @5 @éeéa@mﬁ squid server

C C I C cc C C C o O
OQ00 SErVer cuie$6co00 port opd listen C\Eoe‘?eg@swgu s@@o:@mmoc?:eﬂ WEB
Browser op& proxy setting § squid server IP address §o5a3E:c305(3s
06:006(03p8 EClaogli

squid server sa: ofeepod access cvbegeado connection gpisa: monitor

C O cocC C
0(\30']0) GS’B’)O’)O'] Command @C @8%0@8”

tail -f /var/squid/log/access. log

o050l command Egcc: @éﬁeéeﬁﬂo’]m 38  server 33088::)?3

0

c co ¢ c . c c_oc¢ c c_oc¢ o} c c
OCGSTDO’D@JO’)SOO’DG?GOD’) client QJ’DS@% Q@O&@S’?QJ?? e@o&g%sﬁwoo OCGGT)OD

o,

- C C O [oNo X
connection [9{(\3008’), PO WVqCOP Es]@oo@n

J L

Super Server in Linux
Host ooo%?cf client eJ’J:oéo% cotegeDO  service soéjl:éjl: éﬁ@@ service
ep::rao%og port 990323%2035 listing ng)esr.@a)éu s@ooof)ej hoste ooo%ap@e@@cf:

service eﬂozmeo:ooazaaés'aooo% 88> connection [§lc\>6@§eooo client
(o] 9, (o) L
C CcC _C - . .
s*aeqsoogme\p@mcuooog@g oQ  Service coie$e0d port QPEoa: listing

w6qpiend  gpslgazanaopdi Belopé  server @ performance  ojsoCiaonepd

d



J?

@&Dén 0650?3 performance em@oé:e@eﬁ Host §<§ client oo océog%(ﬁ :%ogaooge

°0ON

o
godgiCiec0sd  super server [o3:3[Gio oo super server & request (¢

C C C [ C [¢] C C
BB 0d00e0[gtim: [god[gegé host performance o3 ooodeoapdi super

server @1cvdezonCaedoopd host & performance ooodeopdeseacopd: security

o Co cC O o C
O? O'DJSOCoG@ODEO? :Doo@lqe@ll
Linux o3& super server [o3p:3003 B§adayé /etc/xinetd.d directory

JL L

choa Si inetd a%oaée}') inet daemon @o%&)én oo RedHat version

0N

ep:ogg inetd Q)é directory s@e§§§ eooési& inetd.conf file ooo%aLS’ae§[§
»p5§aopdi service 06290305 enefoieq mo3(yé configure codezonéeoiadpdi

inetd.d directory sa@o%e[goém\)cu’)ewosa@']ogé service oao%aLscn: file 0’)5?99@0%

cr%u%m"[gmf)eeo')cc:eo"moéoa Sil
L [ SO
Telenet service in Linux
- [} C . [egye] C C .
telenet service OVPOE> remote admin ooo)em:@@oo@u telenet & service

coseo0n port oo standard :rao:@cf: 23 @o%ooéu telnet service ooz Linux 038
c;o:sJéor]m /etc/xinetd.d directory s'aogézéi telnet file s22: vi editor @(C: edit
Qﬁeo:qeén Gwoogogé Eiooozooésao%& disable=no eo:@: wq Egcc: save oo Vi
editor 9[§$ogo%eé3§or]m telnet service eo:@: Ego%eén ogwez?')(rc) service xinetd
restart command [4¢ services gp:oo: restart codeosqolepdi netstat  -al
| grep 23 @8@&%(\2}5 port 23 035 listing @6@@@@0093 Gogoei%éooéu

# default: on

# description: The telnet server serves telnet sessions; it uses

# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE

socket_type = stream

wait = ho

user = root

server = /fusr/sbin/in.telnetd
log_on_failure += USERID

disable

}
Q C C C o (o] - c .
06§20 s@@ooo)m ooae putty soft ware @g telnet service @g login
C C - . C c o C C N\
Qoepowd option eo:@: remote admin @[Q?oe@e?o']m root user account @geo?mo

oone$ user account [g¢ login cw68EepS [gdoopdi
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FTP service on Linux

- . C Q Q. O N H
fip service oop> eoppdeon OS 3 00:0%:60 og@m@m@@ooo File system
(o]
L

qp:s'aooo% ooée:n’) format @8@9@98 e@oém\)mﬁméeo:@: sharing cv68Eeam
o IL L L L
service [gSaopdi

Linux o3¢ ftp service o3 /etc/vsftpd 692005039

L

co0o vsftpd.conf file
op¢ Vi editor [¢¢ edit O ftp service o configure cv68Eopd ftp service ogé
(o] ° L L L L o

ogoaéeooogaap%?o encoding w%éz@éwén encoding 085 oaoe% gao:@é binary

encoding s ASSCII encoding o) s§dSE§oopdn e text ep:cd  translate

wepdaBayE ASSCII s¢ [govd[@: binary file gp:c3 binary encoding (¢ encode
C

C C Q (o] . C C C ¢ C ¢
C\EOCDEII CB’B@’LGODGCD’D format @J’LO? blnary %g [glc\?o[écow@ CD’DC\OD§GO’)’)C0%9§§

Q%ogameoao C\Ef}eeooé@Jo%@ogooéu o%e&)% weiesogogé ftp service s’aogo% format

encoding s22: auto mode Go:@: cugesooééicoaé client software ep:eoTecﬂcﬁcoo@

L

@éwén oao%[glqeécfo Linux o Linux o%@o%eo Linux © Unix o%[gc}ogeo) Unix © Unix

d

o c . . o) c . c C C
3 [gdeor Unix ¢ Linux oa3[goeo binary mode [gcaxn encode codaopdi

2
ftp server gp:a3 login oCeepadepoaC internet ecl'y anonymous ftp server
gz §a00)a3 user name, password cosGs login cozqaop) ftp server gp:§aopdi =23,
ftp server gpscpe username ftp §& password ftp cosf: oCeepodqoopy server
ep:cué:éﬁoaéu o%eoa% login gac%l:s'am:s’ao%o% permission o@@o:@é@@o&éu ftp &
service coseoxo standard port oo 21 @ogoaéu Linux GoTogg: ftp server eo:q$s’aogorc>
5220600560 68200561903¢E: [gSloopdi
cqidieo rpm -qa | grep ftp adeoxn command [g¢ ftp service o3 install
®méo']eén o@w;ﬂemocﬁcﬂs@o‘%é: service (Q)éj[: install Qéoqeén
[root@ideaicebig vsftpd|# vi wstftpd.cont
[root@ideaicebig vsftpd]# rpm -ga | grep ftp
gftp-2.0.14-2
1ftp-2.6.3-3
ftp-0.17-17

vsftpd-1.1.3-8
[root@ideaicebig vsftpd]# vi vsftpdl
or%e@cr% vi vsftpd command @5 vsftpd file so0: edit C\gcc)qor]eéu Vi

editor o anonymoys login gp:oon: allow c0:8Eqs 900305 enable o3¢ YES
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0

ocC C (o] C c . . .
oigCOPI mesdon  localel  user  gprsacod>  permission  setting  qp:
Q Q cocC C (o] C - C C - - (9]
cxgoaog[gl@c%coa@u o%ga@c xferlog setting oyccopd: connection log setting gpzo?

[glgg[ééﬁ%éooéu baner 095 ggeqsa%

e-mail address ep:o%L Eﬂ@cczooéoo&%‘cc:oa

cSeoon welcome messag gp: 881 admin
o1 33 8880503¢:09) setting [grwd[Giclon

wq (¢S save (G configure [gloob8Eclaopdi ABegr0d safgnocdondadiade ftp client ftp

(46 0&:ad[ogpdepd Bolm ftp server gEaosese(o3nts BYICepS (46205 Begodd

cute ftp opadear ftp client software opzfgS 88 ftp site ooz anonymous user

s'aeﬁlc? Q)é:@(‘f)’)&l known user s'ae§§§ mé:em’;cc:: login occ:eqo&)@z user

account s@o%o%mo@o o) ogglgcczor]oaéu
JL L

L o L d

service ep,soc\%o% service Go:epooc service aoeooo command m 52052 [glej

o
- o C o C .
service o3 start, stop, restart ooopS[gé [gedoopdi sacde) service command
s'm%(c)e LC)C\)JC /ete/rc.d/init.d eseoo%oa:no.@ 38 eo:océeooo service o% run
ocC C
%COD@H

Windows s¢ Linux §jo5=005[¢:

Windows §<f: Linux @cjo%eo(f)eﬁ platform eoraéeoaoe@oé ooés@cf: cm%sL)

coc ¢ ¢C C N ¢ C o C
60 [4E8CQ$0C 20DBY§VE0VRI Befopé B 0S ? om|oyo: standard protocol
@5 9?10%300%%59&)9(\2]8 windows §<§ Linux ooosL>§§ ooo%ee@geooaom’)
scjogeocﬁs'ao? @l% @eoe@n

Windows o3¢ workgroup o3ecpod domain esoc5q client ¢p: %essE

C C C C . C o C .
Qoesooc@oo@u 5madg) Linux computer ooocd:oopd  windows & workgroup

C C cocC . C A c c C -
$ICOETIOC @[C\?o&Lccﬂm Windows s¢ Linux ga[g§gac0§ §o,mgog3°@, files qpsi

printer ep:o% share C\Eg%éeé@ogooén on%o\)o% [®638Q§8}0}m Linux & SAMBA

L L

20p5 NetBIOS, NetBieu ooop) SMB(server message block) protocol ep:o3 emulate

c _oc__.¢C
QVOEL:&C DI
/etc/samba/smb.conf file o3 vi editor [9¢ editor cvSeoiqclopdi

workgroup o3¢ 88&1 work group o3 §odogcsqilepdi Begocd 88 samba server

description o3 §0 Yeeles) epéjmooc qe@n mﬁqeoao configuratuion ep.,m description

e3edsl: 9

C C
GS’B’DO’)O&C

on

eo&%: :D@u o%&?om wq @9 vi editor o ogm@: /etc/inetd.d/

[e]

con swat file or% vi /etc/inetd.d/swat command 093 :13@ Vi

[



Go

editor @8 edit C\Q(Sqor]eéll editor 088 default port o> 901 @o%oaén only from
windows OS @0’39 IP ecjogog&qeén disable 093 no ooo:eo:qeéu o%e@n% wq @8
ogogqor]@éll @C\)Jg service xinetd restart command @5 service Q2:322:
restart mgeo:qo']@én ogesr'xﬁ Windows eorrooégleooo Internet Explorer @8 Linux
L L° o 1 °
o>l IP address & swat service coseaxs port 901 o3 http://LinuxIP:port

[aGeslo3p3ep5a8clon samba @ WEB admin page ooodaonclepdn o323 samba

®ooéo%<‘r°3 §5wmqo ooo:&cooén Security Option 038 security seo: SHARE
egegudeoqepdi Beax share [geob§Eepdgdoopdi o3 page op& share ecos(gcs
ocC
NetBIOS name co:gligp: =2[gE oofgo:  administration ep:ad  [gowd8&Eclaogli
og&?om service smb restart command @g restart Qeoor]e@u @:C\DJCC: windows

o _C C C C C

© run command 035 Linux PC & IP address F22QOOQCIIC copxemc: My

—

Network place ¢ ogos{o3pdagEaopbieonés Linux PC o3 603 [gE8EepS [goaopdi

3s

ezpo%mco% Windows © share files Q8203 Linux ogcC: eeToisaof?:[g[qf?\seog

. C C o C
Linux O’gC GG’)’DO)O'.]S’EOE (0} Eﬂcx?oqeoeen
C

smbclient -L 192.168.0.5 o>§cdapésclon 192.168.0.5 & share file gps

o
8cfcooeén o@w@é Work group qozwozmé: G@%[gooozeoc@éeén semof)@ share

files qpzoao: D20l Bowod @éeﬂc@cﬂm 88mn:c3can directory o3 mount
IL IL L e L CAN] L L L L

(S C
C\EOGOoS]CDEII

oooeé:%)') /mnt 9390(73085 directory o

on
rQ
l-80

csoscl  command  [g¢

C C "' C
OOPOGOM QLI
mkdir smbfs

C C o0 Cc O . (o] C oC
eeaoom@,cﬂm ee@@aeewo share files e es'aomo']s'ao?c,

C

ﬂgL CDEII

r—80
0N r;80
3

23

mount -t smbfs //192.168.0.5/sharefolder /mnt/smbfs

C C

on%s*aa’]ogé password Gooo&@oo%éeéu windows OS password O%L%mogc:

@:o’]m share folder sramcc::gl share files Qs 920 [§<C:eoogcc:eooaén sramof)ej
(o] d O°L

oo:oocScDJE gooéeaooo%oo’x@oao directory o% chmod @8 write permission

IL L L

Q C C
GOS(D’DS&}? C\BS”BOOD@II
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NAT(Network Address Translation) in LINUX

Internet o%éjo%eoo%epcgcc: a‘jo%eoo%é: (g)éj[:glooéu qcc:zo%?o—
Direct a‘jo%socﬁ[é&

Proxy server [g&gjeoa5(gc:

Router 203.81.76.X
or
Gateway

Internet

Direct Connection

C C cC Q
OO0MEPOC

2 3a LAN og&?]eooo IP address ep:oaé
Internet o3¢ Fully Qualified [gdea> address gpigdfogoopdi Bfgog) LAN aopd
Internet 1 &S MdE @5e§wém[§5 security eeom&icon 88 LAN sraogé:éj

¢ oc¢ 0 CQ ¢ _QQ < C Mmc C
®(DOECSG’2’)2 Internet (JQ OEO’)S}(DODS}§’)ZC\)EG§Q@ @@OD@II

Internet o%o%o%‘fo%z%

LI 4



192.168.X.X

Fully

Qualified &
Address \Q/

Proxy Connection

[

(©] C C [ (8 C C C
oBeaxn address cmos(ge [g§ocepd [goaopdi LAN gacpés
Q C C C CcC O ° C C C H
Internet QOQEPOYC Proxy 02©90p0:05000 @maeomogweoaoe@og security
C C”

C
Gmoc,g§ooe

GateWay 192.168.X.X
with NAT

Service

Internet Fully

Qualified
Address

Security

With NAT connection

NAT [9¢ Sjods00[gEsoopd Internet sharing [goo68Eaop)salgé  security

emoé:g$[§: fully qualified @8@3}9 address ooo%eL):Do Q%%(Seé@ogoaéu Linux 088
Masqurading [gjcod(g&:onesl ool
NAT o3 computer server ¢pzood:d dedicated NAT box ep:saadi(g)e) copds

© eeooccz%éooéu c]cc:: Box ep:oaé WEB base configuration ep:[;gcf: configure

NAT o3 Windows OS o3¢ ICS (internes Connection Sharing) oo« built in
cl§ea5copd: ICS service on Bodclon 88 LAN @ IP address aopd 192.168.0.X
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C C C [og C °
@oogoooa@n oa@@eoooe@oc LAN & address =2 38 LAN s RC OMNAREY P
° (o C - - Cc . .
000 903[g8Ce0mepd @@oo@n Linux ogc iptable s¢ squid  service
&5@@075:@6@: NAT service o3 on géooéu Windows o2éadad %m$mwo€e%eon
4L L L o s e o N
Windows o3¢ ISA service eooabegé: firewall service eooodeomn ISA server run
(o C

eoaocDJE cover Q)(SGO‘:ODéII Linux ox¢c boot cooooé&ccz cover Q)(SGO‘:ODéII o&n@c
d (e} L 1 ° L °
C

C C ﬁ co ¢ o ° C [ c Q C
92050003|00020967 ViFUS g:el oomamem Q0:0C0PYC: OPIORQ$ VTGO
LJ L JL L L ° O L
Linux 035 Firewalloo NAT sracoxﬁ T7lob) E_jleooo command ¢> iptables

[9620p5n Linux version 2.0 o3¢ ipfwadm [¢5(G: version 2.2 03¢ ipchain, version
2.4 ¢ 0nCq) iptables m[goomE3aopdi iptables o3¢ kernel space s¢ user space

02§) §68:§o0pdn kernel space 205 netfilter model [4o[3: user space oS iptables
[g9o0pSn iptables 20p5 Good Guys IN Bad Guys OUT a8cax firewall @ function

30l quoéu network connection ooo%aooéz VoD Odaodsleoon connection
L Jd L [ L L

opsfad00> multi home sustem o380l o3[ 8E 051 host cmdaseorcdoonem
d 2 | 2
S [¢] L L L (o]

network odasComdamfor:  Gateway ep:oo&ﬂ wﬁ:@lgéwéu iptables
Ld1e L o L L
gacocc)@oocc:mgsfsfaoooc) IP routing function o3 on GO:SlGéII IP routing function o>
L L o L
C ocC ocC
ewomo’]s'ao?c: On coz&Coopol

vi /etc/sysctl.conf

net.ipv4.ip forward = 0 g2 1

q&: file 085 me@')&eq (Q) é
%@5@@95:05@0302]5 IP routing On @ @o%oo@u o%o%[glago@:e;?om user space

iptables op¢ firewall rules gp:cd copdagésqeoopdi iptables op¢ Input change,
<l

Output change, s¢ Forward change o€ (p)8j:§o0p5!



Controlling connection changes

INCOMING
ROUTING
pEcsion .~ FORWARD OUTGOING
{
INPUT OUTPUT

|—~ LOCAL PROCESS —1

s@oocr%e@%@o’]ésgo%& server soC:a>  incoming occ:eepo%mocqé routing
L L o e

decision ¢ host s'aooorcx\)ooaé input ;odI LIS o)ogeao:oap_gn host s'aooogcuoooé
4 (o] L) L L (o] L)

input atc)zo']m outgoing state o3 0%()%0(788690’)68()::Déll host saogo% eoeogé DMZ

e L LI L°

(DeMilitarized Zone) e‘?oogcoogéj 38 LAN 39088:9 computer eJ'J:sfaogogangé Local

39085: process C\?SGO:@: outgoing state :fé eq:cr%‘eﬁogo:oaén
DMZ (demilitarized Zone) s8oopden 88 Internel LAN s& Externel Network

[og C o C C (o] C ocC [og C (o]
sfa@’),ogc oooe@]@gmooooeooo oooaooe@om Network s@oc.@@o&@n DMZ &3

L
23,699 Perimeter Network o3ewncd Three-home Perimeter Network
C C . C c C
o]%ejearroo@u qo:eoo’;seo:@g WEB server ooz Mail server gp:oopd DMZ secpc:g
con§eqp§oyopdl samudelopéadean DMZ oopd Inetenet oesncdadscgodean
interface ¢ Secure cvScomseoon LAN salogmecpS additational firewall filter oo

w@émésﬁe:ﬁ)s@oé @QSODéII

Protected LAN
with private server

DMZ
| ot Demilitarized Zone
e with public server

- o 31 K e -

t_:) Internet
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Routing decision o3& PRErouting s¢ POSTRouting o3¢)§68):§[3: source
address o3 ¢[goéaqE SNAT [¢6[G: POSTrouting [g620p51 PAT (port address
translation) oopS distination address o3 elgoscdeoss) DNAT [go20p5n PRErouting

C cocC C
O?ODO)QJQO’):%COD@II

prot routing PAT & WEIMIMEPed poed- DMZ (DeMilitarized Zone) s'aogccsséj

iptables service §eooo Gateway oodoc3é WEB service run econseoodcopd: Internet

o client request copS> WEB service coseoon port o3 request coocwdoopdaddlos DMZ

r80 '-80

Zone e$20>M0> secure [gdeseoonl Internet o dod§odeadean WEB service run
cs20p) WEB server o3 forwading codeoz(gé:§zlgdaoadi
Intemet
Corporate Network ] DMZ Zone

File 4 Print

- J99

Deskiop PC Ema Wen
Server e
Protected LAN netwark i s
F rotectod DMZ Zane
or internal corporate usa ;

Firewall Firewall

Machine B Machine C

|{ Application
server

Browser

Machine A

i
i

G

Internet —» 4— Demilitarized Zone—# 4—Enterprise Network—»
(DMZ)



e

iptables §<§o<73:>oo%ej aommand o> iptables oao@o%eoa%coés q&
command & switch GJ’):CDé saeq:@:oaéu 38m gao:@ctf -A achoJcc: add @&Dp_gu
-I @f)io’]m insert @o%@n -D :>a@c delete @6@@95:5:@9 ogglooosqeoeéu o%e@cr% -P
205 policy [goelo3ntisé -t 2005 type [4oe[o3oE: 9re[gdga3§oonqepdi

iptables & 9039’3@@0 99§1écop:eooae@acf: command line seaocc:sga%o% <7°3

CcC 00 ¢ C C C c O ¢ C C
$2COPIVGP TR 63DMRC FIDCAM e@o@ooo:or]oa@n
iptables -A INPUT -p icmp j -DROP

200050l92q iptables 20p5 command [g6o0pdn -A 2opd command line
option @o%oaé add C\Béeé@oge@')& command eo:[%&@o%oaéu INPUT oaé chain
[49[ ofcmepd request & status [gdoopdn -p oopd command line parameter
[g9o0pSn protocol o3 service cwdopS[yd G@’Jé: clmgoopd weom[gdoopdi -p
[Beclon protocol §oepdancBodqepd [§6aopd9e030> iemp (internet control message

C

°

protocol) o copdoCigls [gdoopdn j 2opd operation parameter [g8[G: jump
O’J

operation [geobepdey 6[go[gEigdoopdn jump o3¢ ALLOW, DROP §¢ REJECT 3q)
(p)8]:§20p51 REJECT a0pb request ooz cooded0d client cda3 error message 3epd
[39o0p51 DROP oo request 52: codavjB05(gE:(ydG: request coneax client cdad
@@Q)g €rror message QA%Q& @O?O’)G()Il

sc0050] command line e> icmp protocol (¢ request cooclon [godangead
©c0:e00 request orcg> cq«%cqucqlc{%o%eé @ocmaé o%e@ocf: secure LAN seog&éj

oodepisé iptables service §eooo 005920: ping command [g¢ splo3pdC @

%3
eooo%eoooeon efaooooﬁ es'a’)cf)orbfao% H %o% &olon oy request 0938093 DROP

B%G@ @‘DCDEII

Cor

iptables -P INPUT DROP

command o3¢ -P 205 policy [gdoogdi
Linux o3& NIC gpssan: eth0, ethl ooopS[gé $azcopdelo3ncs B§3(G[gdoopd
smadq) 88ocdapE Ethernet card §69§(3s eth0 20p5 LAN oBooopy interface [gd
C O

ethl ooé Internet oSL ogo%eoao Interface @803 eoo']mJE ethl s>o: NAT service On

L

(o
9% command ©0-



Eo
iptables -t nat -A POSTROUTING -o ethl j MASQURADE

sc005d] command o3¢ -t 05 service type [¢[G: nat oopd NAT service

Es]tgoaéu -A oaé add 0390’303 append @5)@: POSTrouting 9’20’30% @g)e@o&

G@@O@& @ocmoen -o oa@ ethl & output @@e@o cC: q& output oo2¢

masquerade Qoeé@ée@o& oao%go%eo:cgm@é: @o)oo@u MASQURADE e‘cf)oaéep
R

TS0 qo%&o&:@fm%o%@& eggéa)én 0’)§é:99'3:[§8 source address eJ’):or%
L d L O L LL °

L
clgoéecdenicdodaop) function o3 Ethernet 1 (ethl) @ output salgdelgodecd
G)O’SGO"C\%O%@(%"B%Q) C”

L ° L ° E
88 03E§eoxn WEB server sacpadsdaui€ & WEB server sacpod secure [go[3:
ocCc ¢ C

coméio $®'3 WEB service COIQCQPIRM command Q20 cEn0lzo3E: [gqqcmaén
(o] (o] L

iptables -P INPUT DROP

G&: command [g¢ ofaxadg request 0303 Sod0dc3arclopdi ABegrcd 633205

command @cc: WEB service cozcoon port O’)tg?ooé:o% mo«%é@: <f:ecxo’]e@n
iptables -A INPUT -P tcp --dport 80 j ACCEPT

command s2: ecpan(mpdepd &dlos incoming ofaxeax distination IP s& port

80 [gdclon accept coSepd policy [gdefogpcs B§ER5H s200056] command gz aopd

L

C C C

og 81803’) WEB server sooom @o) mmede 88 LAN szlesler OO’S@J’JZS@’J:

0:0

G :acf)a)og s authorized co:9iEE c92705015203&: §odEq00 (@S5I
& AN ASENRER St Lo 2

iptables -A INPUT -s 192.168.1.50 -p tcp --dport j ACCEPT

C

qé: command @5 192.168.1.50 ecoeeoa’) IP s22: accept eo:@és@éwen -s Q)é
source [gdaop5i -p aopd protocol [¢dG: protocol ¢ tep (62051 s2c0050]%2
C Qo O

command epzi policy gps oao%emeo:@:e&r-o(ﬁ qcc::oooo

< 207 @%qoga%oqm GG’B’)USO']G’B
QOO&C0I
[Gop0§8a005

iptables -nL

C ocC o _C c 0O ¢ - [
s'aoooof]sracgc: ﬂmogczagmo']m co:ge0n  policy op:  Input s¢  Output
C C C o o C [ C
QDOOQOIFYMGEM) eogcqe@@o)oo@u



iptable -nL INPUT

386100 Input policy gpsooo list C\)(C)@eé Es] oaén list C\)S[gepo)cc: policy eJ'):o%

L
QC C o O C
process O’)(DS‘D line 9’2(\)0’) G@D@G§GOC\)Q@ Il O?OD G@D@ST)OB

° [

¢}
[o QC c
C OCO@C\)Ca &')

policy number (1) @o)oa@u 30900 a?cqc (2) Ego@m mBw BaE (3) ®wé[§5

L L
OG GOC\%&Q CII ‘33(7)085 OO%OJG@’DO% olic O% (DO’)C\)OI]O’D GS’B’)O’)O']S’BO%
e S J 2 policy o2 4 ?

o C C (8
eamogc:qoqe@u
iptables -D INPUT 2

C

-D ooé delete @5@: Input policy ¢ ?o%we[goo%o% uﬂcf)eé 02 G@D@&@@:Dén

Port routing §¢ ocdaoc5(G: WEB server o3 PRErouting coSq$ command oo

L

C "] ocC C C
c320000 G’BOECS B@ODEII

iptables -t nat -A PREROUTING -s 0/0 -d 203.81.71.65 -p
tcp dport 80 -j DNAT --to 192.168.1.2

s005d] command o3¢ -t 20pd service type [§: -A oo Append [g6oopSi append

gagmzsfam:?o Prerouting @5)@: -s ©> source @acmoén 0/0 e(%ooécjn eéwé
0 o Q¢ ¢ C c . . c c

source address o ©300? &)C\B@Co @@OD@II -d oopd distination @@@, qc,ccn

Q

L L L
C

6$20503¢ destination address c3o520p01 -p 2pS proto type [g6(G: tep [¢delo3nt

0o

o5 agcgwén e@o%mé disnation
L L o

co3[gooopdn dport ¢ distination € port number >
port or]&)én DNAT sae?n:%m:@ée@o& §<§ --to @5 192.168.1.2 o3 forward

C\)(SGO“@CC?@OSCD CII
pOSOHgCE 2

Kernel Compilation
Linux oopS open source [gocomefoppé Linux @ kernel o 8o3(0305(g[gc

L
EISHevak %goaéu oz%a%eq:oao:@&n% kernel compilation C\ES@&:O’E es’Tooéu kernel (7%
8880%@{0% @l[gé@:cﬂm rebuilt B;%C\?E)eo:qoaéu m§é2@9:@<§ compilation

C C C o O CcC _C C C o - Q _C
$Q0060QDI Qo%[glqoq@saogm /usr/src/ 692000RC kernel version M

)

directory §oopdi G&: directory 6920053 o32:[J: make command [g¢ compilation

©68EpdI make command o3¢ es0d0leecdS:  configuration coGE) type

o

QJ’DSﬂODéII



e make config

e make menuconfig

e make xconfig

e make oldconfig
config g5 yes or no command gp:secdcd command co:d: compilation
C\Ef)qoaén menuconfig oaé menu eﬂo:eq‘;qcﬁ@: rebuilt C\Ef)eloaén xconfig oo

GUI mode @5 compilation C\)o@c @D:Dgu eyxﬁfé ogcc: gconfig o?coé:

eoo[é&\nqoaén oldconfig :D@ factory default o% s'acfégaecop(ﬁ compile

©6e0sgilgdoopdi e make menuconfig command [g¢  compile

12

C C C - - (o] C C
C\)OG}§‘3308(7) %&)CCD(;@(DG§GCD’D custom conflguratlon screen O? G@DB@’DQOP'CDEII

Main Menu
Arrow keys navigate the menu. <Enter> selects submenus ---3>.
Highlighted letters are hotkeys. Pressing <Y¥> includes, <N»> excludes,
<{M> modularizes features. Press <{Esc><Esc> to exit, <7> for Help.
Legend: [+] built-in [ 1 excluded <M> module < > module capable

ode maturity lewvel options
Loadable module support --->
Processor type and features --->
General setup --->
Memory Technology Devices (MTD) --->
Farallel port support --->
Plug and Play configuration ---3>
block devices --->
Multi-device support (RAID and LUMIJ --->
Cryptography support (CryptonAPl) --->
Networking options -—--3>

b == mm mm mm mm me e ms = .-

+
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1
[l
1
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1
(]
1

+
[l
1

{ Exit > < Help >

kernel so0: 88(\%9@50&(\03 Eﬂ@é@:o’]m compile C\E(C)GOD’JWQr]O’gg device qps
support e\pm% built-in saec??cf: ooo:@: compile C\350f]oo kernel & Jcﬁe’agogoe’)mooé

o QC (% (o] C . Q C N .
wqg§@,eooeom§e@n Delop¢  device gpizacdad  module zo;oooo@, compile

wdoEaopdi kernel configuration o20: save cwdGeolor make dep command oo

L
run qeé o> system o e@oo'k\o)éeéu dep et%oaég) dependence @ccmaéu make
C
¢

C o coc C
dep 9928 es’a’)mo’]efao? : make coo&COII



?O

make dep bzImage

°

LS LI

BB §odogcsclon compile cwdeseocddopdi meg$925p5scas [oplgEepdgdolasgd
[B:e$005 make modules install command [¢¢ modules gp:a3 install coSali

Linux 038 boot loader §o°>§|l:or]§poén Lilo §§ grup [ggoc)ooéu sooooSej

cC C o 0o c¢C - C Q0 C c
DWovsoRmed kernel image seopod boot loader oo 2dqeocopdcoqs

L

l-80

I . - c C C C C C .
526¢loo boot loader configuration o3¢ aaseqpodg[géeepd e9200503¢ Lilo &

configuration o% G@'S@ooo:@: qcc:: configuration file a)é /etc/ ngoo%ogcc: gpaéu

d

prompt

timeout=50
default=1inux
boot=/dev/sda
map=,/boot/map
install=/boot/boot.b
message=/boot/message
linear

image=/boot/vymlinuz-2.4.20-8
label=1inux
initrd=/boot/initrd-2.4.20-8.1imng

read-only
append="root=LABEL=/1"

saooo%ew%[gor] Cesgo%ﬁ: initrd wémé:emoéu image ooé /boot/vmlinuz-

C C O Q C C C
2.4.20-8 SaleslilSalesien) CD§’)2C\)E(IT):OD(;O’]Q)@II

Source Code Compilation
Linux & source code o3¢ rpm, dpkg, tar, tgz ooopScde ooeo& compilation

C cC O 00 C C . C C . N _O C C B
OOV wsﬂ@: Es}o)oogu installation cooepoyc windows eo0p5 epoaopy directory

L
C C . C C o croc C Q C C
comaC install cooepd o gc?[g%cooen ae0>  standard 99'),@9 /opt

conmoé install C\)cc)ooén tar format @cc: cooeaxn package ooda0d @éooo%a%o’]m
o L ° L L L L
c9200501%003¢: command §odagEzqolepdi
L LI o

tar -xvzf abc.tar.gz



(20

C c Qo ¢C C C C cCOo C C C
mogcoogmor]m /opt 63200 0C /abe/* . * 36$8C SEPOOYAOO @@:Dgn

soomoom|Qs standard procedure soo: G(D’C)Ei()r]eéll source package 030323 q%lmoooo

oooe@:cgo environment 093 configure C\BSGo:qor]eén 3Lo%oo8'3@§§§ compile C\BS[_EJ&

o]

oo§é:9fao:[§<§ make C\36|§8: Eg@ooéu ooo%ws'aaocf:oaé install C\Bf}@g: @tgoaén

®0300)099@§§§ configuration [glcucc)eo:qeé @6wén configure @03661@8:@3 package

L d

opeoopd machine independent [g&aun(o3o0p5gdeoone(oppé compiler sodjedje library

file saéj[:éjl: @80’) Ceaooo%ooo:@@é: @ogoaén ofée@oé configure C\ESq@& o%&)én

Linux o3¢ Oe$som[gé package d28cy¢  configure  Beaxn  file
(o] LJd ° L o L

»d20l§o0dpdi 6E: file o0pd binary file(exe) [géaopdi gé: file s20: configure,

config, Config, Configure ocoxm z?oeéep: <§eog§ﬁeé @ ovey) Si awécr]me§

C Q C ’] oC C (8
C\eOGOO’) SOD’J’)G@ (JQ’D c320000 S’BOECZ [gq(DCD@II

./ configure

C C O C C - C C - C C
o/ PR WM 500esed  directory esdodoc configure  cooepd

e[gofg: [gdoopdi Configure cwS[G:clon Makefile s3eox file c3o3¢ variable op

L

eoooao.ocw é @o%oagn sramooej Configure script eof]m'm)Jc makefile

o]

[’Qo

copyeoscontend [goaopdn  configure  codegéion makefile  cgodconcoq§(god

Makefile ogmcuo@ at%o']m source file ep:o%L /abc/src/ G%’)O’C)Ogé Gog%cc:e

0[‘80

[9620p51 Begr0d make command [g¢ .o files gpregodarnesnt [godgdlepd

L
C C C - C C chc C . (o]
egommeo¢ wpd install cwdwp) sew¢(ydcarelopé make install Beom

command [¢¢ install coddli install wS@:Sloo  /usr/local/bin/ es200533

CQ . (e} c Q < / /1 1/etc/ c _C c.
Gspmeﬂog),oa@o? Gogoqegu G’QSJLOD@ usr/local/etc GS?’)O’)OBCC\)ee

GGT)O%%QOD’JZUJUSQ)ECII
WEB base administration (webmin)
Linux o3¢ command line [g¢[gaodqeaxn configuration g3 GUI mode [g&

(@]

configure cv68Eo0p) 92gE Linux beginner gpssacycd WEB base administration
[36e00> webmin software 2opd cgadongéicosaopd WEB base configure program
™63 Eg &)éll webmin s22¢ install @8@:@@0?5 oo[§[8§(ﬁ webmin CDé port 10000
(default) [¢¢ run oopdi Befopé Internet explorer o & webmin oot ¢&q)

, coc (o
configure cx0&caopI



°J

E-Mail on Linux

Linux eoTcrgg: E-mail server oo&? [glC\BBepogcC: Gﬂ:@:g’) Linux & E-mail
G@Oé:o% §’):C\)éCO’JSQDEGOCDéII Linux oo& Mailreceive Q)f)epoocc: iIMAP 280od
L ° o) L o e L

POP &3 gaof):@[@: Mail ep:o% send C\)(C)GT)O’)E SMTP o3 @ﬁ:@lwén E-Mail 03&:né&
L L L L o L L L o

- [og o o Cc O CoOC _C [og C coOo C
mail MOY VPR SEPMYMICYFT2ROD  Process  o¢ (?)Sﬁ)gﬂ&)el

83(\3058’2’32@(3 agent (?)é:UEGST@CDéII C](g30<§9’3 GS’B’D(YSOWG’BO%E: @6@&3éll

°d

MTA (Mail Transfer Agent)

- Q Q C C N\ C C C C C C
Mail gp: coepeeparesanC cd\oae[goco 0ooemevi0p) agent @@:D I SMTP

Q - o O O C
P20 Service ep:m SOC\)OD&II
L L LT

MDA (Mail Delivery Agent)

Mail op:c® SBepBeepodcsnt Bczonlcoinadi ose  opsel @ 2DV
2R REPRESP s 1§ ¢

ep:obo% oéespo%moewoé @[C\E(C)GOSGOD’) er]z?gs'a @ocmaén POP, iMAP

ep:oaé @Gicmz?eo agent eu’::@g)oaén

MUA (Mail User Agent)
C [ C

mail user agent egooéeo user ep:c:ﬁ mail box ssocncionc eepm%@§e:>oo
L d o o d

mail Q8203 mail server ep:oécf download s@oieoao mail client ep:o%

BcSoopdi OutLook Express o3adeax software gpzoopd mail client software

Qj’):@é@&)éll

C C H C C o ocC N _O
sraoomewo[go'] Mail agents gp:oyc OE DR 99 % pepipc MDA eplen]
Qgéeaooéeo: (g 1 Mail transfer agent s*anE:chc:: eogaeféé’ogsocﬁc%@: mail qps

C C o C o C o] co C Q C
@OOD@II %§2®OS(EZ BOQ’JGOSQC\)\'C (D’J(@OD@’)Z?Q)BS 03929612030

Sn
O
l;80 [_80

. c O . C (o o
Linux 03¢ §eax> send mail cop5 complex (483 prowerful [gdsoon software

[geoome[opp¢ administration codepagéoopds scdd00pdi send mail cops MTA s

Jd

c o ° C coc [ C - C C C
MDA sogJ:ocds geiesodc&CeadLpy:  configure  cooepapc 30036007 e@o
d L (o] L L o

On 0N ON

cocC [ . N C . o . C
cgomociopc  QMail eoTcoo@:Dgu send mail o> configure QOPR
/etc/sendmail/ eswcdopc multipile configuration files gp:ecy 8Eepd [gdo0pd

lo) . . . N c . N C
& configuration files gps o3[grtesqgse> domain name o3(G: user name oy

L



Ay

domain name oré@: username epzo'] (@@9:@’):@9:(\%5 eéo%c?&esooéqeé Ve

configuration Qs of]ogeoo')e@')é [ggo%ooén

po©2- a@abc.com

a@def.com

a@xyz.com
a opd user omdacmpd: [goG: domain name (p)s[gé account (p)s §oopd user
@OSCD@II CD%QW@J[:OQ(% Gé&)é G§€TD€J) ocC @66&)’3 OéQ)’DGCD’D mall @J’Dﬁwé a @'ﬁ
mail box oooasgooe:og :D')S&qf% configure C\ggoo'):%goaéu
pO©2- a@abc.com

b@abc.com
c@abc.com

. (o C Q Cc C Q C C CcC O

oy domain name mosmEd: P3P User (?)8‘ [§®6§Q)Jc 0pdd

Q)(C)eaoocczqeé 820 function eJ'):s'aogorC) configure C\Bgeo:% oaéu E-Mail service

L L
c ¢ C

[glcooeﬁwogm DNS configuration §:®0m6qeé @Qc)wél
0w

8
3
En
2n
[1{e]
Cco
3
oOn
o
=2
wn

L

C

configuration  e[godqeanclon Bewrod DNS  service saéoé  o[gddolayé

L
conod0lzecd&: Host file ooéoao:espcf)@: Edit mgeo:qo']eéu ogeooomJ
L (o] L (L]

oOn
Cco
Cco
o3
on

- C OoCcC OoCc _©O C C C
Domain Name 003 0CC qqe@@@o&@u

d

vi /etc/hosts

S file o3¢ 88005 IP address §odop&iom 88euicBea> domain name o3
Qo _C C C o _Q C C C H C
eamogc,qo']e@n o?o%,@laeo@,o']m wq command @gogm@., send mail so03

configure C\gﬁqcﬂeéu

vi /etc/mail/sendmail.cf

BB odaptsclon vi Editor op¢ send mail configuration file edlaxnend [goaopd
L Lo Ll (o]
o%e@oo% Gs'aoooor]sfao% Cs fo%og&o%o%o’]m SMTP  daemon  option O%L
ocC C C

epeogﬁLce@@@oa@n
/127.0.0.1

(o C C @ oOC Cc Cc coO C
oome@oc:oag me@oczeq Jog mc:e@o & qo:eoaos*a’;:@gmgﬂe@eg

053
[9620051 Booefopasan: yy [9¢ copy oxooG: p 96 past codeclepdi [Gies005 copy
epHesit=leve) me@oc :) 127.0.0.1 cpePORC & 88005 IP address (703 sﬁo%ogé:qcﬂeéu

wq [4¢ save (§e¢ service sendmail restart command [¢¢ sendmail service
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C

(T% ®oocgqor]eéll netstat -an | grep 25 @8@ eé et%or]m sendmail

00006 e@o& 6 359 S @50& Sil
L ‘% ° & g

L

Sfaooogor]:rao% ¢ Mail transfer agent 990’)(7) configure C\)o@ :6loo MDA :rao*)m
configure cvdeBiepdgdoopdi vi /etc/xinetd.d/ipop3 command (¢S ipop3 file
o? configure Qoqo’]eén vi editor 038 disable=no ¢ yes e@oé:cﬁ@o:o’]m ipop3
service on ogoseé@o%wén o%e@o% service xinetd restart command @6

service 99930"33093 restart C\Ef)qof]eéu @:e@cﬁ netstat -an | grep 110

command [g& @éeé SBclo MDA service 05 port 110 opé service soie§00503

L

ocC Q

s 8¢soBde §00’) MUA @@:De mail client software @c mail sao/s'acoe*’

o
@OSCDECII

c _coc¢
G&)OCO(D%C@

Linux support File System (NFS)
Linux o3& support codeoseorn  file system oo NFS [g6a0pdn SUN o

(%

o?o% @ exportable @@e:m file system @@:D@n exportable eo:D oo file system

4

32 network GOTCD export C\JSC\%USGOJ’J%@']ODC network GoTooE 3 file Q)é
2%}

virtually available @om’n@&o% aSLC\%:D@n 00:?@ 9990@0 e[goqeoo') NFS st%ooé

file share eo:[%cc::[ggo%oaéu NFS system o)mceﬁs’aogm esaomo’]s@aogqo:s’ao%&

[ C C [ C
6502C MO @@mgn
vi /etc/exports
O 00 COC C C C [o] - (o] ocC C C C .
QO HOISOSID sae']oo)c o)’)ooo)e@oc,eﬂeeﬂeoao exports file c3ecp &Copd @ooagu Vi

. C Q0 Q . o o C (o] C
editor 03¢ oc share coicdeooo directory o) 6$p20d52mcLIgEI oc&sc;@c

88c0sc®co0n IP address o %crgoacc::qeén
L L L o

poeo- /usr/local 192.168.0.200 (ro)

/home 192.168.0.30 (rwx)
o%o%eo:q%ogo']m share eo:@z @éeocgéeén ofés’a@é network group ooo%:t)d?:gao:
share co:c30ln e92705019203¢: %o%oaé:q@én
L L L [e]
/usr/local 192.168.0.0/255.255.255.0 (ro)
(ro), (rw) o0op5c30p5 permission opslgdeloypt: B§EE0ROI B3 share
cosconcdn Share ep:o% saof):@lc{))cqé smb 0389$:®0038 windows © share go0:
C

gaol?:@paéwo% share se:m@lécoo@u

o



2J

X Windows System
X windows system Boopben Unix oot GUI support co:dEq§seopad

L
Q C N C C - - C C C C
ooogcg[éc:@@@: truely client, server architecher [¢¢ 200000 layer
mdomessé Cl§om(gdG: X version 11 release 5 o X free 86 project &0
L 1 e d (o] 4 e IL

Q

F C C N C C [ C
Linux 20305 support cooco:g0pIl layer 00099526$8¢ 0208

ewoe@’)é X windows
20305 components gpzdl§aopdi GE:03en 682005Clsac3Es [gdo0p5-

X server (or) display server

windows manager

Desktop Environment

X-client
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