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News / SCIENCE / Isro conducts breakthrough demonstration of hack-proof quantum communication

Isro conducts breakthrough demonstration
of hack-proof quantum communication

During the demonstration, scientists managed to create an atmospheric channel on the
ground to enable sharing of quantum-secure text, image transmission and quantum-
assisted two-way video calling.
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ISRO makes breakthrough demonstration of free-space Quantum Key Distribution (QKD)
over 300 m
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Bit Qubit SUPERPOSITION

(Classical Computing) (Quantum Computing) The ability of qubits to have many
different states at the same time, any
given moment in time, thus allowing us

to solve problems of exponential scaling.

U ENTANGLEMENT

The ability of qubits to efficiently
communicate amongst each other
thus tremendously scaling the

input/output equasion.

\ /
O *»\ / INTERFERENCE
The probabilistic nature of QC to
providing answers to questions, which
1 1 allows qubits to compute complicated

vectorization and optimization problems
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Quantum communication tfakes advantage of the laws of quantum

F’h sics to protect data. These laws allow particles typically photons of
ight for transmitting data along optical cables to take on a state of
superposition, which means they can represent multiple combinations
of 1 gg\td O simultaneously. The particles are known as quantum bits,
or qubits.

The beauty of qubits from a cybersecurity perspective is that if a
hacker tries to observe them in transit, their super-fragile quantum
state "collapses” to either 1 or 0. This means a hacker can't
‘ral;rgpgrr' with the qubits without leaving behind a telltale sign of the
activity.

Some companies have taken advantage of this property to create
networks for tfransmitting highly sensitive data based on a process
called quantum key distribution, or QKD.
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Quantum communication is a field of applied
quantum physics closely related to quantum
information processing and quantum
teleportation.

Its most interesting application is protecting
information channels against eavesdropping by
means of quantum cryptography. The most well
known and developed application of quantum
cryptography is quantum key distribution
(QKD).

QKD describes the use of quantum mechanical
effects to perform cryptographic tasks or to
break cryptographic systems.
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PARAM Gangaw

National Supercomputing
Mission (NSM) has deployed
"PARAM Ganga“, a
supercomputer at IIT
Roorkee.

The "PARAM Ganga” system is
designed and commissioned by
C-DAC under Phase 2 of the
build approach of the NSM.
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Launched Today
‘Made-in-India’
Supercomputer
‘PARAM Ganga’

Established at IIT Roorkee under
National Supercomputing
Mission (NSM)

» Will accelerate R&D in
multidisciplinary domains of
Science and Engineering

* Has Supercomputing
capacity of 1.66 Petaflops

Designed and commissioned
by C-DAC




Lety Decovustiruct

» What is Supercomputing?

» National Supercomputing Mission?
» PARAM Ganga?

» Other Indian Supercomputers?

» Supercomputers around the world?
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What is Supercomputing?
« Supercomputing technology W
comprises supercomputers, the
fastest computers in the world.
Supercomputers are made up of

interconnected, I/O systems,
memory and processor cores.

« Unlike traditional computers,
supercomputers use more than one
central processing unit (CPU).
These CPUs are grouped into
compute nodes, comprising a
processor or a group of processors—
symmetric mulfiprocessing (SMP)—
and a memory block.
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How fast is supercomputing?

Supercomputing is measured in floating-point operations
per second (FLOPS).

Petaflops are a measure of a computer's processing
speed equal to a thousand trillion flops.

1-petaflop computer system can perform one quadrillion
(1815) flogs. P Y P \

Note: Supercomputers can be one million times more
processing power than the fastest laptop.
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National Supercomputing Missiov

 Initially, India showcased its talent on building suE‘ercompu’rer‘s
at low cost with its PARAM series. To further enhance its
capacity and to meet requirements, Government of India
launched National Supercomputing Mission (NSM) in 2015.

* Under NSM, the plan was to connect R&D institutions and
academic institutions in the country using a supercomputing grid
with more than 70 high performance compu'rin? facilities.
Spread over the period of seven years the estimated cost of
this mission is Rs. 4,500 crores.

« Department of Science and Technology (DST) and
Department of Electronics and Information Technology
(DeitY) jointly guides the mission along wth C-DAC as major
partner.
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National Supercomputing Missiov

* Phase 1 - Plan was to install 6 supercomputers with 30%
value additions done in India.

 Phase 2- Started in April 2021 aimed at manufacturing
supercomputers in the country with an indigenous
software stack. Mulfiﬂle supercomputers are also being
installed during this phase.

« Phase 3- Focus is on desigh and manufacturing in the
country. Phase 3, has also been initiated in 2021 and is
expected to take computing speed to 45 PF.
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Supercomputers Under NSM
e s St e

Name Speed Location
PARAM Shivay 833 TF T BHU Varanasi
PARAM Shakti 1.66 PF T Kharagpur
PARAM Brahma 797 TF ISER Pune
PARAM Sanganak 1.66 PF T Kanpur
PARAM Seva 833 TF HT-H

PARAM Yukti 833 TF INCASR

PARAM SmMmiriti 833 TF NABI Mohali
PARAM Utkarsh 833 TF C-DAC B
PARAM Sidhi 526 PF National Al Facility CDAC-Pune
PARAM Pravega 3.3 PF Nnsc

PARAM Ganga 1.66 PF I'T Roorkee
Total 18.5 PF




PARAM Gangaw

 National Supercomputing Mission (NSM) has deployed
PARAM Ganga-a High-Performance Computational (HPC)
facility at IIT Roorkee, with a supercomputing capacity
of 1.66 Petaflops.

Tt has been established by the Centre for Development
K}‘S?Advanced Computing (C-DAC) under the approach of

* PARAM Ganga will aid researchers to solve complex
problems of national importance and global significance.
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MoS IT launches India's first indigenous server
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Top SuperComputersy

The World's Top
Supercomputers

Computational performance of the most
powerful supercomputers

Computational performance (in TeraFLOPS)”
Fugaku " o [ < 22.010.0
<= I 148.600.0
£ I 24,640.0
Ssunway TaihuLight Nrcrc @ [ ©3.014.6
& ] 63.460.0
Tianhe-2A n~upT @ [l 61.444.5
Juwels Booster Module atos @ ] 44.120.0
HPC5 pell ¢ p ] 35.450.0

* FLOPS =floating point operations per second, i.e. the number of basic
mathematical operations a computer can perform in a second

Source: Top500.org

Summit IBM

Sierra IBM

Selene Nvidia
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